
    




    
        
            
                
                    
                        
                    
                

                
                    

                                                	People
	Services
	Industries
	Insights & Events
	AboutAbout McDermott


	Firm Overview
	About Us
	Vision & Values
	Our Approach
	Justice, Diversity, Equity & Inclusion
	Pro Bono & Community Service
	Firm Facts
	Alumni
	Media



	Our Work
	Careers
	Locations

                        |
                        	
                                

	

	
		
			
		
	
	
		
			
		
	
	
		
			
		
	
	
		
			
		
	
	
		
			
				
					
				
			
		
	

                            
	
                                
                                    
                                
                                	English
	Deutsch
	Français
	Italiano


                            
	
                                
                                    
                                
                            
	
                                    
                                
                            
	
                                    
                                
                            


                    

                

            

            

			
				
					
						
							
								
									
								

								
									
										
									
								

							

						

						
						
					

				

			

		

	
        

    

    

	
		
			
																			
																													
									
										
											
												
													
														KNOCKING DOWN CLASS ACTION ALLEGATIONS AND APPEAL													

												

												
													
														Forward-thinking legal strategy results in complete junk-fax class action win for national network of medical practices  													

												

																									
																																																																											
																	READ MORE																
																																										

																								

												

											

										

									

								

																							
									
										
											
												
													
														DEFENDING DIVERSITY													

												

												
													
														Pro bono efforts uphold a historic Black church’s right to operate in Texas													

												

																									
																																																																											
																	READ MORE																
																																										

																								

												

											

										

									

								

																							
									
										
											
												
													
														FOSTERING JDEI													

												

												
													
														Pro bono team helps German startup break down cultural barriers, one post at a time													

												

																									
																																																																											
																	READ MORE																
																																										

																								

												

											

										

									

								

																							
									
										
											
												
													
														CRAFTING A BRAND VISION													

												

												
													
														Fishers Island Lemonade looks to future growth with sale to E. & J. Gallo													

												

																									
																																																																											
																	WATCH VIDEO																
																																										

																								

												

											

										

									

								

																							
									
										
											
												
													
														CROSS-BORDER INVESTMENT RESOURCE CENTER													

												

												
													
														Stay current on the impacts to the cross-border deal environment													

												

																									
																																																																											
																	LEARN MORE																
																																										

																								

												

											

										

									

								

																							
									
										
											
												
													
														McDERMOTT RISE 													

												

												
													
														Helping entrepreneurs of color launch and scale their businesses													

												

																									
																																																																											
																	APPLY HERE																
																																										

																								

												

											

										

									

								

																		

											

		

	


    
        
            
                
                    
                    EN
DE
FR
IT


                    
                    
                    
                        
                    

                    
                        
                    
                    

                

            

        

    




  
          
        
          
        

        
          
            
              MAPPING CONSUMER PRIVACY

              











The privacy landscape is rapidly changing as new state consumer privacy laws come into effect each year.

 This map tracks the states that have passed and enacted laws and provides a summary of each law. Click on a green state for an overview of its consumer privacy law or a purple state for an overview of its consumer health privacy law. 

To download a summary of all of the state consumer privacy laws, click below.
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This site does not constitute legal advice. All research contained herein should be verified prior to reliance thereon, and a lawyer should be consulted to assess its applicability to any particular model of care. By accessing this site, you accept the terms of our privacy policy and you acknowledge your understanding that this tool is not a replacement for legal counsel. There is no guarantee that this research is up to date, as laws and regulations in this space continue to evolve.LAST UPDATED JUNE 2023.
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            A diverse, global network of industry-leading talent committed to you and your vision.
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                  Appellate

                  
                    
                      As you confront the challenges and consequences of appealing a trial court decision, you can turn to our appellate team for the highest quality briefing, oral advocacy and strategic counseling at every step of the process. Combining unparalleled constitutional litigation experience with creative legal solutions, we are always ready to roll up our sleeves and tackle the complexities of appeals courts of all levels across the country—including the Supreme Court—on behalf of leading companies, individuals, business associations and other litigants. 
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                  Alcohol

                  
                    
                      To help your business navigate the unique, complex regulations around alcohol beverage licensing, permitting, production, taxation and more, we tap into our premier team’s collective legislative and regulatory experience and deep market knowledge. As the only Tier 1 Alcohol Regulatory Practice in the United States, and with experience in jurisdictions around the world, we can provide you with practical solutions and strategic advice to promote and safeguard your interests and help fuel your success.
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                  Energy

                  
                    
                      Steering your company through the energy market’s regulatory landscape requires constant attention and a deep understanding of the unique legal issues you encounter. We make it easier for you to focus on your business objectives, providing coordinated legal counsel in jurisdictions around the world and leveraging our broad industry knowledge to help propel your success. You can turn to us for support with any of your transactional and regulatory needs in the power, oil and gas, renewable energy biofuels, renewable energy, agriculture, metals or derivatives markets, at home or abroad.  
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                  Global Privacy & Cybersecurity

                  
                    
                      Your organization faces increasing pressure to ensure customers’ data privacy and stay ahead of the curve on cybersecurity regulations and risks. Our global team brings you sophisticated guidance on the complex statutory, regulatory and enforcement regimes that govern the collection, use and disclosure of data around the world. To help you think ahead, we constantly monitor industry trends and provide proactive counsel on global privacy compliance, catastrophic cyber incident response, best practices for implementing cutting-edge data strategies and beyond.
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    CALIFORNIA

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

California Consumer Privacy Act of 2018 as amended by California Privacy Rights Act of 2020 (CCPA As Amended)

Statute Cite

CAL. CIV. CODE §§ 1798.100-1798.199.100 (West 2023).

Regulation Cite

Cal. Code Regs. tit. 11, §§ 7000-7304 (2023)

Effective Date

01/01/2023

Applicability Thresholds

For-profit entity that collects California consumers’ personal information, or on the behalf of whom such information is collected and that alone, or jointly with others, determines the purposes and means of the processing of consumers’ personal information, that does business in the State of California, and that:



(1) As of January 1 of the calendar year, had annual gross revenues in excess of $25,000,000 in the preceding calendar year; or



(2) Alone or in combination, annually buys, sells, or shares the personal information of 100,000 or more consumers or households; or



(3) Derives 50 percent or more of its annual revenues from selling or sharing consumers’ personal information.

Applicable to Employees and Business Contacts?

Yes

Statutory Penalties

Up to $7,500 for each intentional violation and each violation involving the personal information of minor consumers

Private Right of Action

Yes (limited to data breach claims)

McDermott Resources

New Cybersecurity, Privacy and Automated Decisionmaking Rules Coming Soon to California, December 12, 2023

California Reveals Draft Regulations Requiring Onerous Cybersecurity Audits and Privacy Risk Assessments, September 1, 2023

State Regulators Step Up Enforcement of New Privacy Laws, August 8, 2023

Ruling Delays Enforcement of Latest CCPA Regulations, July 5, 2023

California Privacy Protection Agency Approves CCPA Regulations, February 10, 2023

California Privacy Rights Act Takes Effect…Sort Of, January 4, 2023

California Voters Approve the California Privacy Rights Act, November 4, 2020


COLORADO

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Colorado Privacy Act of 2021 (CPA)

Statute Cite

COLO. REV. STAT. § 6-1-1301 to -1313 (2022).

Regulation Cite

Colo. Code Regs. Tit. 4, § 904-3 (2023)

Effective Date

07/01/2023

Applicability Thresholds

Applies to a business that: Conducts business in Colorado or produces or delivers commercial products or services that are intentionally targeted to residents of Colorado; and satisfies one or both of the following thresholds:



(1) Controls or processes the personal data of one hundred thousand consumers or more during a calendar year; or



(2) Derives revenue or receives a discount on the price of goods or services from the sale of personal data and processes or controls the personal data of 25,000 consumers or more.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Not more than $20,000 per violation

Private Right of Action

No

McDermott Resources

State Regulators Step Up Enforcement of New Privacy Laws, August 8, 2023

Colorado Finalizes Sweeping New Privacy Rules; Iowa Joins the Fray, March 21, 2023

Preparing for New Consumer Privacy Laws in Colorado, Connecticut, and Utah, February 3, 2023

‘Tis the Season: Colorado Attorney General Releases New Draft CPA Regulations, December 22, 2022

Colorado Attorney General’s Office Issues Draft Colorado Privacy Act Regulations, October 3, 2022

State Privacy Patchwork Spreads with Signing of Colorado Privacy Act, July 9, 2021


CONNECTICUT

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Connecticut Data Privacy Act of 2022 (CTDPA)

Statute Cite

CONN. GEN. STAT. §§ 42-515 to -525 (2022).

Regulation Cite

N/A

Effective Date

07/01/2023

Applicability Thresholds

Companies that conduct business in Connecticut or companies that produce products or services that are targeted to residents of this state and that during the preceding calendar year:



(1) Controlled or processed the personal data of not less than 100,000 consumers, excluding personal data controlled or processed solely for the purpose of completing a payment transaction; or



(2) Controlled or processed the personal data of not less than 25,000 consumers and derived more than 25 percent of their gross revenue from the sale of personal data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $5,000 per violation

Private Right of Action

No

McDermott Resources

Connecticut Steps Up to the Consumer Privacy Law Plate, May 2, 2022


DELAWARE

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Delaware Personal Data Privacy Act (DPDPA)

Statute Cite

HB154

Regulation Cite

N/A

Effective Date

01/01/2025

Applicability Thresholds

DPDPA applies to any person that conducts business in Delaware or provides products / services to Delaware residents and:



(1) Control or process personal data of 35,000 or more Delaware consumers (excluding data controlled or processed solely for the purpose of completing a payment transaction); or



(2) Control or process personal data of 10,000 or more Delaware consumers and derive over 20% of gross revenue from the sale of that data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $10,000 per violation

Private Right of Action

No

McDermott Resources

Baker’s Dozen: Delaware Becomes 13th State to Enact State Consumer Privacy Law, September 13, 2023


FLORIDA

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Florida Digital Bill of Rights (FDBR)

Statute Cite

S.B. 262, 125 Reg. Sess. (Fla. 2023) (to be codified at FLA. STAT. §§ 501.702-72 (2023)).

Regulation Cite

N/A

Effective Date

07/01/2024

Applicability Thresholds

Most of the FDBR applies to for-profit entities that conduct business in Florida and collect personal data about Florida consumers (or are the entity on behalf of which such information is collected) that meet the following requirements:



(1) Make in excess of $1 billion in global gross annual revenues; and



(2) Satisfy at least one of the following:



(a) Derive 50% or more of its global gross annual revenues from the sale of advertisements online, including providing targeted advertising or the sale of ads online;



(b) Operate a consumer smart speaker and voice command component service with an integrated virtual assistant connected to a cloud computing service that uses hands-free verbal activation. For purposes of this sub-subparagraph, a consumer smart speaker and voice command component service does not include a motor vehicle or speaker or device associated with or connected to a vehicle that is operated by a motor vehicle manufacturer or a subsidiary or affiliate thereof; or



(c) Operate an app store or a digital distribution platform that offers at least 250,000 different software applications for consumers to download and install.



However, under § 501.715(1), even companies that do not meet the requirements of (1) and (2) are required to obtain consent before selling sensitive data if they are a for-profit entity conducting business in Florida and collecting personal data from Florida residents.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $15,000 per violation, with the possibility of treble damages for any of the following violations:

	A violation involving a known child
	Failure to delete or correct personal data after receiving an authenticated consumer request, unless an exception applies to the request
	Continuing to sell personal data after a consumer opts-out


Private Right of Action

No

McDermott Resources

Florida Adds a New Twist to Consumer Privacy Patchwork, May 10, 2023


INDIANA

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Indiana Consumer Data Protection Act of 2023 (Indiana CDPA)

Statute Cite

S.B. 5, 123d Gen. Assemb., Reg. Sess. (Ind. 2023) (to be codified at IND. CODE § 24-15 (2023)).

Regulation Cite

N/A

Effective Date

01/01/2026

Applicability Thresholds

A company that conducts business in Indiana or produces products or services that are targeted to residents of Indiana and that during a calendar year:



(1) controls or processes personal data of at least 100,000 consumers who are Indiana residents; or



(2) controls or processes personal data of at least 25,000 consumers who are Indiana residents and derives more than 50 percent of gross revenue from the sale of personal data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $7,500 per violation

Private Right of Action

No

McDermott Resources

And Then There Were Seven: Indiana Passes Consumer Privacy Bill, April 14, 2023


IOWA

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Iowa Consumer Data Protection Act of 2023 (Iowa CDPA)

Statute Cite

S.F. 262, 89th Gen. Assemb., Reg. Sess. (Iowa 2023) (to be codified at IOWA CODE § 715D.1-9 (2023)).

Regulation Cite

N/A

Effective Date

01/01/2025

Applicability Thresholds

A company conducting business in Iowa or producing products or services that are targeted to consumers who are residents of Iowa and that during a calendar year does either of the following:



(1) Controls or processes personal data of at least 100,000 consumers



(2) Controls or processes personal data of at least 25,000 consumers and derives over 50 percent of gross revenue from the sale of personal data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $7,500 per violation

Private Right of Action

No

McDermott Resources

Iowa’s New Privacy Law: The Basics, April 10, 2023


MONTANA

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Montana Consumer Data Privacy Act of 2023 (MCDPA)

Statute Cite

S.B. 384, 68th Leg., Reg. Sess. (Mont. 2023) (to be codified at MONT. CODE ANN. § 30-14 (2023)).

Regulation Cite

N/A

Effective Date

10/01/2024

Applicability Thresholds

Companies that conduct business in Montana or persons that produce products or services that are targeted to residents of Montana and:



(1) control or process the personal data of not less than 50,000 consumers, excluding personal data controlled or processed solely for the purpose of completing a payment transaction; or



(2) control or process the personal data of not less than 25,000 consumers and derive more than 25% of gross revenue from the sale of personal data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $10,000 per willful violation per Mont. Code Ann. § 30-14-142, Unfair Trade Practices

Private Right of Action

No

McDermott Resources

Consumer Privacy Law Comes to Big Sky Country as Montana Passes New Law, April 25, 2023


NEVADA

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Nevada’s Consumer Health Data Privacy Law

Statute Cite

S. B. 370

Regulation Cite

N/A

Effective Date

03/31/2024

Applicability Thresholds

Any legal entity that:



(1) Conducts business in Nevada, or produces or provides products or services that are target to consumers in Nevada; and



(2) Alone or jointly with others, determines the purpose and means of collecting, processing, sharing or selling of consumer health data.


Applicable to Employees and Business Contacts?

No

Statutory Penalties

Via the Nevada Deceptive Trade Practices Act which can impose, among other things, a civil penalty of up to $12,500 per violation.

Private Right of Action

No

McDermott Resources

Nevada and Connecticut Pass Consumer Health Data Laws, June 28, 2023


NEW HAMPSHIRE

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

New Hampshire Privacy Act (NHPA)

Statute Cite

S. B. 255-FN

Regulation Cite

N/A

Effective Date

01/01/2025

Applicability Thresholds

Businesses or persons that produce products or services that are targeted to residents of New Hampshire that, during a one year period:



(1)  Controlled or processed the personal data of not less than 35,000 unique consumers, excluding personal data controlled or processed solely for the purpose of completing a payment transaction; or



(2)  Controlled or processed the personal data of not less than 10,000 unique consumers and derived more than 25% of their gross revenue from the sale of personal data.


Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $10,000 per violation

Private Right of Action

No

McDermott Resources

And Another: New Hampshire Passes New Consumer Privacy Law, January 24, 2024


NEW JERSEY

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

New Jersey Data Privacy Act (NJDPA)

Statute Cite

S. B. 332

Regulation Cite

N/A

Effective Date

One year from enactment (c. January or February 2025)

Applicability Thresholds

NJDPA applies to any person that conducts business in New Jersey or provides products / services to New Jersey residents and:



(1) Control or process personal data of 100,000 or more New Jersey consumers (excluding data controlled or processed solely for the purpose of completing a payment transaction); or



(2) Control or process personal data of 25,000 or more New Jersey consumers and derives revenue or receives a discount on the price of any good or services from the sale of data.


Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $10,000 per violation

Private Right of Action

No

McDermott Resources

And We’re Back: New Jersey Kicks Off 2024 With New Consumer Privacy Law, January 10, 2024


OREGON

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Oregon Consumer Privacy Act (OCPA)

Statute Cite

SB619

Regulation Cite

N/A

Effective Date

07/01/2024

Applicability Thresholds

OCPA applies to any person that conducts business in Oregon or provides products / services to Oregon residents and:



(1) Controls or processes personal data of 100,000 or more Oregon consumers (excluding personal data controlled or processed solely for the purpose of completing a payment transaction); or



(2) Controls or processes personal data of 25,000 or more Oregon consumers and derive over 25% of gross revenue from the sale of that data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $7,500 per violation

Private Right of Action

No

McDermott Resources

Oregon Joins the Consumer Privacy Trend, June 26, 2023


TENNESSEE

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Tennessee Information Protection Act of 2023 (TIPA)

Statute Cite

S.B. 73, 112th Gen. Assemb., Reg. Sess. (Tenn. 2023) (to be codified at TENN. CODE ANN. §§ 47-18-3201 to -3213).

Regulation Cite

N/A

Effective Date

07/01/2025

Applicability Thresholds

Companies that conduct business in Tennessee or target products or services to residents of Tennessee and:



(1) Have more than $25,000,000 in “revenue;” and



(2) Control or process personal information of 175,000 or more Tennessee consumers; or



(3) Control or process personal information of 25,000 or more Tennessee consumers and derive over 50 percent of gross revenue from the sale of that data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $15,000 per violation

Private Right of Action

No

McDermott Resources

Tennessee Joins the Fray as Legislature Passes Consumer Privacy Law, April 25, 2023


TEXAS

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Texas Data Privacy and Security Act (TDPSA)

Statute Cite

H.B. 4, 88 Reg. Sess. (Tex. 2023).

Regulation Cite

N/A

Effective Date

07/01/2024

Applicability Thresholds

TDPSA applies to for-profit businesses or persons that:



(1) Does business in Texas or produces a product or service consumed by a Texas resident;



(2) Processes or engages in the sale of personal data; and



(3) Is not considered a “small business” by the US Small Business Administration (except to the extent that the small business sells sensitive personal data).

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $7,500 per violation

Private Right of Action

No

McDermott Resources

Texas Consumer Privacy Law Nears Governor’s Signature, May 31, 2023


UTAH

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Utah Consumer Privacy Act of 2022 (UCDPA)

Statute Cite

S.B. 227, 2022 Leg., 64th Gen. Sess. (Utah 2022) (to be codified at UTAH CODE ANN. §§ 13-61-101 to -404).

Regulation Cite

N/A

Effective Date

12/31/2023

Applicability Thresholds

A company that conducts business in Utah or produces a product or service that is targeted to consumers in Utah and that:



(1) has annual revenue of $25,000,000 or more; and satisfies one or more of the following thresholds:



(a) during a calendar year, controls or processes personal data of 100,000 or more consumers; or



(b) derives over 50% of the entity’s gross revenue from the sale of personal data and controls or processes personal data of 25,000 or more consumers.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $7,500 per violation

Private Right of Action

No

McDermott Resources

Utah Poised to Enact Consumer Privacy Law, March 4, 2022


VIRGINIA

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

Virginia Consumer Data Protection Act of 2021 (VCDPA)

Statute Cite

VA. CODE ANN. §§ 59.1-571 to -585 (West 2023).

Regulation Cite

N/A

Effective Date

01/01/2023

Applicability Thresholds

Companies that conduct business in Virginia or produce products or services that are targeted to residents of Virginia and that:



(1) during a calendar year, control or process personal data of at least 100,000 consumers or



(2) control or process personal data of at least 25,000 consumers and derive over 50 percent of gross revenue from the sale of personal data.

Applicable to Employees and Business Contacts?

No

Statutory Penalties

Up to $7,500 per violation

Private Right of Action

No

McDermott Resources

Virginia Consumer Data Protection Act: A Growing Wave of Comprehensive State Privacy Laws, February 23, 2021


WASHINGTON

Click below to download a full summary of the law.



At a glance:

Title of Law (and Acronym)

My Health My Data Act

Statute Cite

S. B. 332

Regulation Cite

N/A

Effective Date

07/23/2023 (but most provisions come online 03/31/2024)

Applicability Thresholds

Any legal entity that:



(1) Conducts business in Washington, or produces or provides products or services that are target to consumers in Washington; and



(2) Alone or jointly with others, determines the purpose and means of collecting, processing, sharing or selling of consumer health data.


Applicable to Employees and Business Contacts?

No

Statutory Penalties

Via the Washington Consumer Protection Act.

Civil penalties for unfair or deceptive trade acts and unfair competition under the CPA can rise to $7,500 per violation. Additionally, consumers bringing civil actions can recover actual damages, attorney’s fees and costs. The court can treble damages.

Private Right of Action

No

McDermott Resources

Washington Legislature Passes My Health My Data Act, April 13, 2023


















  