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P R I VA C Y

Heightened Enforcement of Privacy and Security Laws Creates New
Liability and Compliance Challenges for Providers and Business Associates

BY TERESE A. MOSHER BELURIS,
BENJAMIN A. DURIE, AND AMBER GOSNEY

A fter an initial flurry of activity to comply with pri-
vacy and security obligations under the Health In-
surance Portability and Accountability Act of 1996

(HIPAA) by the 2003 and 2005 deadlines,1 generally lax
enforcement by federal agencies over the first five years
of HIPAA’s existence led many providers to turn their
attention away from privacy issues. As the public
sought to redress their providers’ lax security and re-
sultant invasions of privacy, they found that HIPAA did
not provide a private right of action and were turned

away by the courts. The last several years, however,
have seen dramatic changes to the privacy and security
landscape in the health care arena. Both the courts and
legislative branches became increasingly reluctant to
leave individuals without redress. New federal and state
legislation, a recent centralization of the federal en-
forcement framework, and a reinvigorated public inter-
est in the privacy and security of medical records, in
particular, demonstrate renewed focus on privacy and
security compliance by providers.

In February, Congress passed the American Recovery
and Reinvestment Act of 2009 (ARRA),2 which included
the Health Information Technology for Economic and
Clinical Health Act (HITECH Act).3 The HITECH Act
established a much more robust regulatory framework
for the security and privacy provisions of HIPAA4 and
provided a mandate for improved enforcement by the
Department of Health and Human Services (HHS). Pur-
suant to this authority, on Aug. 4, HHS centralized the
enforcement of the Privacy and Security rules and
pledged to significantly increase federal enforcement.

1 The deadline for most covered entities to comply with the
Privacy Rule was April 14, 2003, except for small health plans,
which had a compliance deadline of April 14, 2004. The dead-
line for most covered entities to comply with the Security Rule
was April 20, 2005, except small health plans, which had until
April 20, 2006.

2 American Recovery and Reinvestment Act of 2009, Pub. L.
No. 111-5, 123 Stat. 115 (2009).

3 American Recovery and Reinvestment Act of 2009, Health
Information Technology for Economic and Clinical Health Act
(HITECH Act), § 13001, et seq. (Feb. 17, 2009).

4 Title XIII of Division A and Title IV of Division B of the act
are known as the ‘‘Health Information Technology for Eco-
nomic and Clinical Health Act’’ (HITECH Act).
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These actions just add weight to the already dramatic
increase in federal enforcement that has taken place
over the last few years.

In addition, although acts by the federal government
have brought attention to HIPAA compliance over the
last six months, in reality they just add detail to an ever-
expanding patchwork of federal and state privacy laws
protecting patient information. The vast majority of
states have their own set of privacy and security laws
and in recent years states such as California, Massachu-
setts, and New York have responded to high profile
cases involving the disclosure of patient information by
expanding their privacy laws and security rules even
further.

These efforts and legislative changes require careful
scrutiny of existing policies and business procedures as
both individuals and companies face mounting health
care liabilities. This article attempts to provide a road-
map for not only the new challenges posed by HITECH
and new state laws but also the enduring challenges
posed by the original privacy and security obligations
created by HIPAA itself.

I. Overview of HIPAA Security and Privacy Rules
In an effort to curtail rising health care costs and ad-

dress public concern relating to the privacy of medical
information, Congress enacted HIPAA in 1996.5 Pursu-
ant to the delegation of authority in the Administrative
Simplification portion of HIPAA, HHS created the Pri-
vacy Rule and Security Rule (collectively the rules).6

The rules originally applied to ‘‘covered entities,’’ in-
cluding health plans, health care clearinghouses and
health care providers that transmit electronic health in-
formation as standard transactions.7 The Privacy Rule’s
central purpose is to limit the unauthorized use and dis-
closure of patients’ protected health information (PHI)
by establishing standards for use and disclosure of elec-
tronic or nonelectronic PHI.8 The Security Rule, on the
other hand, sets forth detailed steps that covered enti-
ties must take to protect electronic PHI.9 Both rules
contain a comprehensive framework whereby the rel-
evant enforcement agencies are provided with signifi-
cant discretion to determine whether a HIPAA violation
occurred.

II. HIPAA Enforcement Mechanisms

A. Civil Enforcement
Until very recently, HHS had divided the civil en-

forcement of the Security Rule and the Privacy Rule be-
tween two separate federal agencies. Originally, the Of-
fice of Civil Rights (OCR) was responsible for enforcing
the Privacy Rule and the Office of E-Health Standards
and Services (OESS), a department within the Centers
for Medicare & Medicaid Services (CMS), enforced the
Security Rule.10 As of Aug. 4, 2009, however, OCR now

is responsible for enforcement of both the Privacy Rule
and the Security Rule.11

The Privacy and Security Rules contain a cooperative
compliance framework whereby OCR is provided with
a great deal of discretion in determining whether or not
there have been HIPAA violations in cases where the
perpetrator did not know or with reasonable diligence
would not have known that a violation occurred.12 This
is because technically a violation is broadly defined as
any, ‘‘failure to comply with an administrative simplifi-
cation provision.’’13 In the context of contemplated civil
monetary penalties (CMP) and ordinary compliance in-
vestigations, the enforcement agencies must first at-
tempt to resolve any complaints or investigations infor-
mally with the covered entity before resorting to more
serious actions such as issuing a determination that a
violation has occurred. Even if OCR determined that a
violation occurred, until the changes made to HIPAA
under the HITECH Act, the CMPs available to HHS
were relatively small and ranged from $100 to $25,000
per violation. This cooperative compliance framework
may have been responsible for what some—including
HHS itself—have interpreted as lax enforcement of the
rules over the first few years of their existence.

However, recent statistics illuminate a significant
movement toward increased enforcement by both OCR
and CMS over the last few years. OCR reports that
9,280 privacy violation cases were resolved in 2008,
with 1,163 of the 3,373 investigated cases requiring cor-
rective action.14 These statistics are a marked increase
from the mere 1,516 cases resolved in 2003 where only
260 of the 339 cases investigated required corrective ac-
tion.15 Additionally, OCR conducted 1,161 more investi-
gations in 2008 than in 2007.16

CMS has reported less robust enforcement results
than OCR over the last several years;17 however, there
are multiple indicators that enforcement of the Security
Rule will soon be more in line with the Privacy Rule. In
October 2008, the HHS Office of Inspector General
(OIG) issued a report that sharply criticized CMS for
taking ‘‘limited actions’’ to push security compliance
and for its reliance on an inefficient complaint-driven
process for uncovering security violations.18 As a result,
CMS stated its intent to implement the compliance re-
views recommended by the OIG and initiate audits na-
tionwide. Additionally, CMS issued an audit checklist in

5 Health Insurance Portability and Accountability Act, Pub.
L. No. 104-191, 110 Stat. 1936 (1996).

6 Public Law 104-191, 110 Stat. 1936 (1996). The Adminis-
trative Simplification provisions of HIPAA are codified at 42
U.S.C. §§ 1320d – 1320d-8.

7 45 C.F.R. § 160.103.
8 45 C.F.R. § 164.102 et seq.
9 45 C.F.R. §§ 164.308-.312 (2003).
10 See http://www.cms.hhs.gov/CMSLeadership/14_Office_

OESS.asp.

11 74 Fed. Reg. 38630 (Aug. 4, 2009).
12 71 Fed. Reg. 8390, 8400 (Feb. 16, 2006).
13 45 C.F.R. § 160.302.
14 ‘‘Resolutions by Year & Type,’’ available at:

www.hhs.gov/ocr/privacy/hipaa/enforcement/data/
historicalnumbers.html.

15 Id.
16 OCR reports that 3,373 privacy violation cases total were

investigated in 2008 compared to only the 2,212 total cases that
were investigated in 2007. Id.

17 CMS reports only 428 cases as of June 2009, constituting
only 86 more cases than those reported in July 2007. Only 47
of the 357 closed cases were closed via corrective action. Cen-
ter for Medicaid and Medicare Services, ‘‘HIPAA Enforcement
Statistics,’’ available at http://www.cms.hhs.gov/Enforcement/
11_HIPAAEnforcementStatistics.asp.

18 Department of Health & Human Services, Office of In-
spector General, ‘‘Nationwide Review of the Centers for Medi-
care & Medicaid Services Health Insurance Portability and Ac-
countability Act of 1996 Oversight (A-04-07-05064)’’ (Oct.
2008) available at http://oig.hhs.gov/oas/reports/region4/
40705064.pdf.
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2008 notifying covered entities about the type of infor-
mation that CMS intended to review during their audits,
which includes interviewing company executives such
as the president, chief executive officer, or directors of
the covered entity.19 Also, the HITECH Act for the first
time imposes mandatory breach notification obliga-
tions on both HIPAA covered entities and business as-
sociates.20 Finally, the recent centralization of enforce-
ment authority under the OCR is viewed as an effort to
improve the efficiency and effectiveness of the enforce-
ment of the rules as a whole. Taken together, theses ac-
tions by HHS likely foreshadow an intensified scrutiny
of the rules in the near future.

B. Serious Criminal Implications
Although the Privacy Rule and the Security Rule are

primarily enforced by OCR, criminal investigations are
referred by OCR to the U.S. Department of Justice
(DOJ).21 Under HIPAA’s criminal provisions, 42 U.S.C.
1320d-6, a person is guilty of the wrongful disclosure of
individually identifiable health information when they
knowingly and in violation of HIPAA: (1) use or cause a
unique health identifier to be used; (2) obtain individu-
ally identifiable health information relating to an indi-
vidual; or (3) disclose individually identifiable health in-
formation to another person. There are three levels of
possible sanctions available under the statute depend-
ing on the level of intent. If the offense is committed
knowingly, then the offense carries a possible fine of up
to $50,000 and/or up to one year imprisonment. If the
offense is committed under false pretenses, then the of-
fense carries a possible fine up to $100,000 and/or up to
five years imprisonment. If the offense is committed
with the intent to sell, transfer, or use individually iden-
tifiable health information for commercial advantage,
personal gain, or malicious harm, then the offense car-
ries a possible fine up to $250,000 and/or up to 10 years
imprisonment.22 As of June, OCR has referred 459
cases to the DOJ for criminal investigation involving the
knowing disclosure or obtaining of PHI in violation of
the Privacy Rule.23

The difficulty in applying the criminal elements of
1320d-6 to specific acts is that, unlike the civil enforce-
ment mechanism, there are no clear regulations accom-
panying the statute. To provide greater clarity on the
application of 1320d-6, the DOJ issued a memorandum
in June 2005 outlining the scope of criminal enforce-
ment.24 Specifically, the DOJ discussed two central is-
sues: (1) whether ‘‘knowingly’’ requires proof of knowl-
edge of the facts that constitute the offense or whether
proof of knowledge that the law was violated is re-

quired; and (2) whether individuals can be prosecuted
directly under the statute.25

The DOJ concluded that in order to prove that the ac-
cused individual committed the alleged act ‘‘know-
ingly,’’ the government only has to show the individual
had knowledge of the facts that constitute the offense.
Although the DOJ argued that this position is consistent
with federal case law, the practical consequences of this
interpretation in the HIPAA setting are massive as it es-
sentially creates a strict liability standard. The logical
consequence of the DOJ’s position is that all HIPAA vio-
lations that involve obtaining, using or disclosing PHI in
violation of HIPAA would constitute criminal acts. Ar-
guably, a large percentage of all potential HIPAA viola-
tions would fall within these categories. Such a reality
would severely undermine the cooperative approach
outlined in the HIPAA statute and administrative sim-
plification regulations because covered entities would
be much less willing to disclose potential violations out
of fear of potential criminal prosecution.

The DOJ’s position also is directly opposed to the ap-
proach Congress and HHS have taken with respect to
the imposition of civil monetary penalties. The civil en-
forcement section provides, ‘‘no penalty may be im-
posed . . . if the failure to comply is corrected during the
30-day period beginning on the first date the person li-
able for the penalty or damages knew or by exercising
reasonable diligence would have known, that the failure
to comply occurred.’’26 Therefore, civil monetary penal-
ties cannot be imposed when individuals only had
knowledge of the facts that constitute the offense and
not that the act actually violated HIPAA.

At the time, the DOJ also decided that the criminal
penalties for violations of HIPAA are directly applicable
only to covered entities.27 Applying principles of ‘‘cor-
porate criminal liability,’’ the DOJ warned that individu-
als, such as directors, employees, or officers of a cov-
ered entity, also may be criminally liable under HIPAA
where the covered entity is not an individual. Charges
of conspiracy in addition to aiding and abetting also are
available to the DOJ in cases where an individual of a
covered entity is not directly liable.28 However, despite
the official DOJ guidance, local U.S. attorneys actually
have prosecuted individuals that were not covered enti-
ties or accountable to covered entities.29 The HITECH
Act attempts to provide some clarification on whether
or not individuals can be prosecuted under HIPAA, al-
though questions remain whether business associates
or other third parties that may have misused health in-
formation could be prosecuted under the amended
criminal standard.30

Since the first HIPAA criminal prosecution that was
initiated in 2005, there have only been eight criminal
felony convictions with one of the most recent being a
25-year-old nurse. Despite the few actual convictions, a
DOJ spokesperson reported in 2008 that department

19 Department of Health & Human Services, CMS,
‘‘Sample—Interview and Document Request for HIPAA Secu-
rity Onsite Investigations and Compliance Reviews’’ (2008)
available at http://cms.hhs.gov/enforcement/downloads/
informationrequestforcompliancereviews.pdf.

20 42 U.S.C. § 17932.
21 71 Fed. Reg. 8390 (Feb. 16, 2006).
22 42 U.S.C. § 1320d-6.
23 Department of Health and Human Services, ‘‘Health In-

formation Privacy—Enforcement Highlights’’ available at
http:www.hhs.gov/ocr/privacy/hipaa/enforcement/highlights/
index.html.

24 Scope of Criminal Enforcement Under 42 U.S.C. § 1320d-
6, Memorandum Opinion for The General Counsel Department
of Health and Human Services and The Senior Counsel to the
Deputy Attorney General (June 1, 2005), available at http://
www.usdoj.gov/olc/hipaa_final.htm.

25 Id.
26 42 U.S.C. § 1320d-5(b)(2).
27 Scope of Criminal Enforcement Under 42 U.S.C. § 1320d-

6, Memorandum Opinion for The General Counsel Department
of Health and Human Services and The Senior Counsel To the
Deputy Attorney General (June 1, 2005), available at http://
www.usdoj.gov/olc/hipaa_final.htm.

28 Id.
29 United States. v. Ferrer, No. 06-cr-60261-JIC (S.D. Fla.

Apr. 30, 2007).
30 HITECH Act, Section 13409.
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filed around 200 criminal cases since 2003 under the
Social Security statute that includes HIPAA.31 In April
2008, the DOJ issued a press release where the U.S. at-
torney for the Eastern District of Arkansas, Jane Duke,
conceded that criminal enforcement of HIPAA is a
‘‘fairly new concept.’’ However, the U.S. attorney
clearly warned that covered entities can look forward to
‘‘vigorous enforcement’’ and ‘‘swift prosecution’’ for
persons who violate HIPAA for personal gain or mali-
cious harm.32

Notwithstanding the cooperative approach built into
the Security and Privacy Rules and applied by HHS dur-
ing civil investigations, the 2005 DOJ position paper
provides alarming clarity on the nature and scope of
criminal enforcement under HIPAA. Further, the posi-
tion paper illuminates the serious criminal liability for
HIPAA violations and foretells of the possible shift to-
ward strict liability for such violations.33 Despite the at-
tempt made by the HITECH Act to clarify the situation,
questions remain as to the true scope of criminal liabil-
ity under HIPAA.

C. Private Right of Action
Despite being a rule focused on the protection of in-

dividuals’ health information, the Privacy Rule creates
no specific private right of action for individuals whose
PHI is used or disclosed in violation of HIPAA. Instead,
the enforcement agency is empowered to conduct in-
vestigations and prosecutions on behalf of individuals.
Nonetheless, the HIPAA standards have crept into the
courtrooms via civil lawsuits. Plaintiffs recently have
utilized the federal standards to prove liability in state
tort lawsuits dealing with inadequately protected medi-
cal records.34 In Acosta v. Byrum, the North Carolina
appellate court conceded that HIPAA does not explicitly
provide for a private cause of action.35 However, the
court proceeded to allow the plaintiff to cite HIPAA as
evidence of the duty of care owed by the doctor to prove
a negligent infliction of emotional distress claim.36 This
standard was continued in Sorenson v. Barbuto where
the Utah appellate court permitted the use of HIPAA to
demonstrate the proper standard of care owed by the
physician.37 Although there is no specific private cause
of action afforded by HIPAA, covered entities, business

associates, and vendors still may be held to HIPAA
standards in civil cases.

In addition, some states endorse compliance with pri-
vacy and security laws by creating their own causes of
action for security and privacy breaches under state
law. For example, California authorizes consumers to
enjoin a business that fails to comply with state laws
that require the institution of specific safeguards to pro-
tect consumer personal information.38 Many other
states are likely to follow suit, giving entities and indi-
viduals dealing with personal information even more
reason to take precautionary measures to ensure com-
pliance with both federal and state privacy and security
laws to avoid costly litigation.

III. New Federal Legislation
ARRA, and the HITECH Act embedded in it, are con-

sistent with the Obama administration’s emphasis on
the universal adoption of electronic health records and
the implementation of a nationwide health information
network. ARRA allocates $19 billion in federal funding
to accelerate the adoption and use of certified electronic
health record technology. The institution of new federal
privacy and security provisions has significant liability
implications for health care providers, health plans,
health care clearinghouse, business associates, and
some vendors and service providers.

A. New Obligations Under the HITECH Act
The HITECH Act establishes new security and pri-

vacy provisions that increase the liability risk under
HIPAA. The additions to the Security Rule now provide
mandatory guidelines for notification to individuals af-
fected by unsecured PHI breaches.39 Under HIPAA,
there actually was no mandatory breach notification
procedure for covered entities or business associates.
The new law further defines actions that constitute a
breach of PHI, which include inadvertent disclosures.40

The HITECH Act also includes temporary breach notifi-
cation requirements that apply to vendors of personal
health records and other noncovered entities and non-
business associates that deal with personal health
records, thus broadening HIPAA’s reach.41

In addition, individual privacy rights under HIPAA
are expanded through the HITECH Act by requiring
physicians to provide patients an accounting of disclo-
sures of PHI made through the use of an electronic
health record upon request.42 The HITECH Act elimi-
nates the exception for ‘‘treatment, payment and
healthcare operations’’ under the accounting of disclo-
sure requirements and obligates covered entities to
agree to certain PHI restriction requests by individuals
if the health care provider is paid out of pocket in full.43

Additionally, new privacy provisions prohibit the sale of
PHI without express written authorization from the in-
dividual, except in limited circumstances that involve
research or public health activities, and require all

31 Sarah Rubenstein, ‘‘Are Your Medical Records at Risk?:
Amid Spate of Security Lapses, Health-Care Industry Weighs
Privacy Against Quality Care’’ Wall St. J., Apr. 29, 2008 avail-
able at http://online.wsj.com/article/
SB120941048217350433.html.

32 Press Release, U.S. Department of Justice, ‘‘Nurse Pleads
Guilty to HIPAA Violation’’ (April 11, 2008) available at http://
www.usdoj.gov/usao/are/news_releases/PDFs_2008News_
Releases/April/SmithLPNplea%20HIPAA%20041508.pdf.

33 See Memorandum Opinion for The General Counsel De-
partment of Health and Human Services and The Senior Coun-
sel to the Deputy Attorney General (June 1, 2005), available at
http://www.usdoj.gov/olc/hipaa_final.htm.

34 See Sorensen v. Barbuto, 143 P.3d 295 (Utah Ct. App.
2006), aff’d 177 P.3d 614 (Utah 2008) (citing HIPAA standards
in determining that a Utah doctor owed a duty of confidential-
ity to his patients, which allowed the case to proceed); Acosta
v. Byrum, 638 S.E.2d 246 (N.C. Ct. App. 2006) (allowing pri-
vacy claim to proceed reliant upon standard of care HIPAA es-
tablishes for protection of patient medical records).

35 Acosta v. Byrum, 638 S.E.2d 246, 253 (N.C. Ct. App.
2006).

36 Id. at 253.
37 Sorensen v. Barbuto, 143 P.3d at 299 n.2.

38 See Cal. Bus. & Prof. Code § 17200.
39 HITECH Act § 13402 (2009) (to be codified at 42 U.S.C.

§ 17932).
40 Id.
41 HITECH Act § 13407 (2009) (to be codified at 42 U.S.C.

§ 17937).
42 HITECH Act § 13405(b), 13405(a) (2009) (to be codified

at 42 U.S.C. § 17935).
43 Id.
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fundraising communications that are considered health
care operations to provide clear and conspicuous opt-
out opportunities to choose to not receive similar com-
munications in the future.44

B. Dramatic Changes for Business Associates
One of the most substantial changes the HITECH Act

makes to HIPAA is the direct application of certain se-
curity and privacy requirements to business associates.
HIPAA’s reach now goes beyond covered entities, sub-
jecting business associates to HITECH’s new privacy
provisions and HIPAA’s Privacy Rules regarding re-
strictions on uses and disclosures of PHI. Importantly,
HIPAA’s security administrative safeguards, physical
safeguards, technical safeguards, and security policies,
procedures, and documentation requirements now ap-
ply directly to business associates.45 All additional secu-
rity requirements articulated in the HITECH Act also
are applicable to business associates with the HITECH
Act mandating integration of those rules into business
associate agreements.46 Thus, business associates now
are faced with significant operational and legal conse-
quences resulting from the extension of HIPAA security
and privacy provisions.

C. Heightened Enforcement Provisions and Stiffer Civil
Penalties

The HITECH Act sharpens HIPAA’s teeth by amplify-
ing the magnitude of HIPAA penalties. The HITECH
Act mandates that HHS investigate complaints relating
to willful neglect violations and impose penalties in ac-
cordance with the new CMP tiers. The new CMP system
calculates the penalty amount based on the violator’s
corresponding level of intent. The system ranges from
violators with no knowledge of such violation, provid-
ing fines ranging from $100 to $25,000 per violation, to
uncorrected willful neglect violations, that carry a mini-
mum penalty of $50,000 and a maximum of $1.5 million
for each type of violation committed.47 Importantly, all
CMP proceeds now will be used to fund additional pri-
vacy and security enforcement by HHS in the future.

The recent federal legislation gives even greater
power to agencies regulating HIPAA by providing
ample funding to enhance enforcement of the rules. In
addition to the CMP monetary proceeds, pursuant to
ARRA provisions, the Office of the National Coordina-
tor (ONC) submitted its Health Information Technology
ARRA Implementation Plan (ONC implementation
plan) in May that designates over $24 million towards
Privacy and Security Rule enforcement, including $9.5
million for audits by OCR.48 The ONC implementation
plan further articulates that the ARRA funding for the
rules will include modifications to OCR case and docu-
ment management systems, training of the state attor-
neys general in their new enforcement role, and the

mandated audits.49 In addition to the immediate impact
of hefty penalties and extensive liability for individuals
and companies that fail to comply with the amplified
HIPAA standards, the new funding plan clarifies the se-
rious reality of upcoming enforcement efforts to imple-
ment these rules.

Presenting even more challenges for covered entities
and business associates is the statute’s delegation of en-
forcement and auditing authority to state attorneys gen-
eral. State attorneys general have the option to enjoin
violators or receive damages of $100 per violation, up to
$25,000, for violations of HIPAA security and privacy
regulations that are not corrected within 30 days and
that threaten or adversely affect any of the state’s resi-
dents. States also may seek attorneys’ fees and enforce-
ment costs through judicial determination. To ensure
compliance with HIPAA’s privacy and security provi-
sions and the privacy portion of the HITECH Act, HHS
also provides authority to state attorneys general to au-
dit covered entities and business associates.

IV. Patchwork of State Privacy and Security
Regulation

Notwithstanding the sweeping effect of federal legis-
lation relating to privacy and security provisions, enti-
ties and individuals also face rigorous compliance obli-
gations imposed by state security notification laws that
include harsher penalties and more stringent standards.
Although such state action complicates compliance ob-
ligations for entities that do business throughout the
country, the HITECH Act explicitly encourages states to
enact further regulations by creating an exception to
the general federal preemption rule prohibiting contra-
dictory state for laws that relate to ‘‘the privacy of indi-
vidually identifiable health information.’’50 Therefore,
applicable federal legislation permits states laws per-
taining to health information to be more restrictive and
forces individuals and entities to comply with both fed-
eral and state regulations regarding personal informa-
tion.

As of May, 44 states in addition to the District of Co-
lumbia, Puerto Rico, and the Virgin Islands have en-
acted security breach notification laws regarding per-
sonal information.51 In the wake of the highly publi-
cized security breaches at California hospitals involving
celebrities such as Farrah Fawcett, Britney Spears, Tom
Cruise, and the controversial ‘‘octomom’’ Nadya Sule-
man, media focus on privacy issues has significantly in-
creased. California has enacted some of the most strin-
gent disclosure and security procedure requirements in
the nation. The laws apply to any business holding a
California resident’s personal information. In Septem-
ber 2008, the California legislature passed two new
pieces of patient-privacy legislation that further tighten
California’s privacy standards, including requirements
to report violations to the state and affected individual
within five days of detection.52 The new California laws,

44 HITECH Act § 13405, 13406 (2009).
45 HITECH Act § 13401(a) (2009) (to be codified at 42

U.S.C. § 17931 (2009)).
46 Id.
47 42 U.S.C. § 1320-d(5)(a).
48 Department of Health and Human Services, Office of the

National Coordinator for Health Information Technology:
Health Information Technology, ‘‘American Recovery and Re-
investment Act: Improving Accountability and Information
Technology Security’’ (May 2009) available at http://
www.hhs.gov/recovery/reports/plans/onc_hit.pdf.

49 Id.
50 42 U.S.C. § 1320d-7(a)(2)(B).
51 ‘‘Security Breach Notification Laws,’’ National Confer-

ence of State Legislatures (2009) available at http://
www.ncsl.org/IssuesResearch/
TelecommunicationsInformationTechnology/
SecurityBreachNotificationLaws/tabid/13489/Default.aspx.

52 Cal. Health & Safety Code § 130203; Cal. Health and
Safety Code § 1280.15.
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which became effective Jan. 1, require the safeguards to
protect against ‘‘unauthorized access’’ to patient medi-
cal information, which includes internal misuse such as
‘‘snooping’’53 and create steep penalties of up to
$250,000 for violations by an individual or health care
provider.54

Another example of the stepped-up efforts at the
state level is Massachusetts’s security laws, which are
among the most aggressive in the country. The far-
reaching security laws, like those in California, extend
beyond state borders, applying to any person or entity
that owns, licenses, stores, or maintains a Massachu-
setts resident’s personal information in either electronic
or hard copy form.55 The personal information compo-
nent is satisfied by merely possessing a resident’s first
initial and last name in addition to the resident’s Social
Security number, driver’s license number or state-
issued identification card number, or any financial ac-
count number.56 Notification must be provided to the
state attorney general, director of consumer affairs and
business regulation, and all residents whose personal
information was acquired or used.57 Additionally, re-

cently issued regulations require that every entity own-
ing licensing, storing, or maintaining personal informa-
tion about a Massachusetts resident institute a compre-
hensive written information security program, which
must include an extensive computer security system
with specific guidelines.58 The expansion of both Cali-
fornia and Massachusetts strict privacy laws highlight a
state trend toward serious enforcement action beyond
what exists on the federal level and force companies to
contemplate state laws in addition to federal laws when
assessing their compliance strategy.

V. Conclusion
The expansion of privacy and security laws and the

increase in government resources and efforts toward
enforcing HIPAA are likely to continue as the govern-
ment seeks to promote widespread access to electroni-
cally stored health information for legitimate medical
purposes. While providers’ security safeguards con-
tinue to prove to be inadequate, the increase in con-
sumer education and awareness regarding privacy
rights will only increase demands for more rigorous
mechanisms for enforcement under state and federal
laws, as well as for compensatory damages.

53 Id.
54 Id ; see also Cal. Civ. Code § 56.36.
55 201 Mass. Code Regs. 17.01 (2009).
56 Mass. Gen. Laws ch. 93H, § 1.
57 Id.

58 ‘‘Standards for the Protection of Personal Information of
Residents of the Commonwealth,’’ 201 Mass. Code Regs.
17.03, 17.04 (2009).
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