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Stormy Seas: Navigating the
Gross-Currents of the Medicare
Marketing Guidelines and the

By Jennifer S. Geetter and Anne W. Hance, McDermott Will & Emery LLE, Washington, DC

ith the 2008 benefit year

underway and strategy

development for the
2009 open enrollment period just
around the corner, sponsors of
Medicare Advantage and Medicare
Prescription Drug Plans (collec-
tively, Plan Sponsors) are continu-
ously searching for ways to enhance
and improve Medicare beneficiary
education and marketing initia-
tives.! Moreover, Plan Sponsors
must develop and refine their
activities to adjust to an evolving
environment that includes (i) a
population that is increasingly
comfortable with their Medicare
Advantage and Medicare Prescrip-
tion Drug Plan (collectively, Plan)
selection and less inclined to switch
Plans and Plan Sponsors; (ii) an
intensely competitive marketplace;
and (iii) heavy regulation and close
scrutiny by knowledgeable law
enforcement agencies.

Within this environment, the
relationship between Plan Spon-
sors and their network healthcare
providers (Providers) is assuming
an ever-increasing significance.
Providers play an important role in
patients’ healthcare decisions and
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have a vested interest in educating
their patients on their health
insurance options, particularly
those that reflect and correspond
with the Providers’ contractual
relationships. Providers also offer
to Plan Sponsors a direct and
inexpensive entrée to potential
enrollees. Additional information
about Plans and Plan Sponsors

can be useful to patients other-
wise unaware of choices that may
better suit their needs. But melding
Provider-patient relationships with
Provider-Plan Sponsor relation-
ships, even with the best interest of
the patient at the forefront, poses
a number of challenges under the
Medicare Marketing Guidelines
(Guidelines) and the Health Insur-
ance Portability and Accountability
Act (HIPAA) Privacy Rule (Privacy
Rule). Together, the Guidelines
and the Privacy Rule regulate
marketing activities and the use
and disclosure of individuals’
protected health information
(PHI) in connection with these
marketing activities.

To further complicate the picture,
the Guidelines and the Privacy
Rule set forth different, and

sometimes inconsistent, require-
ments for marketing-related
activities. How can Plan Sponsors
and Providers use and disclose
protected health information,
undertake marketing activities for
potential enrollees, and navigate
these overlapping, and potentially
conflicting, regulatory schemes?
Very carefully.

Marketing Under the Privacy Rule
While Plan Sponsors and health-
care providers alike have raised
concerns generally that their day-
to-day exchanges of health-related
information has become more
cumbersome under the Privacy
Rule,? the rules for marketing are
particularly strict. Marketing is
viewed as a somewhat suspect cate-
gory warranting more careful scru-
tiny and restriction.® Unlike other
activities involving the use and
disclosure of PHI, such as treat-
ment and payment related activities
that can be done with relatively less



fanfare under the Privacy Rule,
covered entities wishing to engage
in marketing activities have to

be particularly precise about the
nature of the marketing activities,
the specific uses and disclosures of
the PHI, and the particular Privacy
Rule pathway by which they comply
with the Privacy Rule.

The Privacy Rule describes
marketing generally as “a commu-
nication about a product or service
that encourages recipients of the
communication to purchase or use
the product or service.” Exceptions
exist, such as one permitting use
and disclosure of PHI to promote
health-related products or services
included in the individual’s existing
plan of benefits.® Thus, Plan Spon-
sors could use enrollees’ PHI to
create a mailing list to distribute
flyers describing value-added items
and services, such as gym member-
ship discounts included in the

plan benefit package. However,

this exception is not available for
marketing to polential enrollees

that do not have an existing plan of
benefits. Moreover, Providers would
not be able to rely on this exception
to discuss a health-related product
or service offered by a Plan Sponsor
as the Provider is not the covered
entity providing the product or
service. If an exception does not
apply, and the purpose of commu-
nication is to encourage the indi-
vidual’s use of a product or service,
the communication is considered
marketing and the Privacy Rule’s
marketing provisions attach.

As a general rule, for a covered
entity to engage in marketing, it
must first obtain the authorization
of the individual to use or disclose
that individual’s PHI in connec-
tion with that planned marketing
activity. Thus, in most cases, if a
Provider or Plan Sponsor wishes to
engage in marketing, it must obtain
the authorization of an individual
prior to the use or disclosure of her
PHI in connection with a marketing

purpose,® unless another Privacy
Rule pathway is articulated. This is
a high bar because the marketing
rules apply even if there is no disclo-
sure. For example, if a Plan Sponsor
wishes to use PHI of enrollees to
develop marketing materials attrac-
tive to potential enrollees, even if
those marketing materials will not
themselves involve the disclosure of
PHI, a “use” of PHI has occurred,
and the Plan Sponsor must have
identified a Privacy Rule pathway
permitting that use. Similarly, if a
Provider wishes to use an individ-
ual’s PHI in connection with the
marketing of another healthcare
product, such as a Plan, the Provider
must obtain the individual’s autho-
rization or identify an alternate
Privacy Rule pathway.

The use and disclosure of PHI in
connection with a covered entity’s
marketing activities also could be
permissible if an exception to the
definition of marketing is avail-
able or if other steps are taken. If
the marketing is undertaken in a
face-to-face communication (such
as an information desk staffed

by Plan Sponsor representatives
maintained at a healthcare facility)
or the communication is limited to
distribution of a promotional gift
of nominal value, the authoriza-
tion requirement may not attach.”
Alternatively, if the covered entity
creates a de-identified data set from
PHI sources (a healthcare opera-
tions activity),® and then uses the
de-identified data set as its basis for
developing the marketing mate-
rials, this may represent an accept-
able Privacy Rule pathway.

Ultimately, most marketing activi-
ties can be undertaken in a Privacy
Rule-compliant manner, although
the key is to properly structure the
activity from the beginning. If the
identification of a pathway is not
undertaken at the outset, and if
the marketing activity is not well-
structured at the outset, it can be
difficult to adjust midstream.

The Medicare Marketing Guidelines’
Regulation of Marketing Activities
The Guidelines present their own
set of rules—and limitations—on
Plan Sponsors’ marketing activities
as well as Plan Sponsors’ reliance
on Providers both to promote Plans
and gain access to the Providers’
patients. By virtue of their contracts
with the Centers for Medicare

and Medicaid Services (CMS),

Plan Sponsors are subject to the
Guidelines, among other regula-
tions and CMS instructions.? Any
marketing activity to be performed
by or on behalf of a Plan Sponsor
must comply with the Guidelines in
addition to other applicable federal
laws, such as the Privacy Rule.!?

The Guidelines delineate between
activities that are marketing in
nature, meaning activities that
“steer or attempt to steer” a poten-
tial enrollee to a specific Plan or
limited group of Plans, and those
activities that are educational
because they objectively inform a
Medicare beneficiary about Plans.!!
Answering questions about a Plan
with objective information, such

as the annual deductible or cost-
sharing obligations for specific
services, likely would be considered
to be educating a Medicare benefi-
ciary. Conversely, suggesting that a
specific Plan or Plan Sponsor may
offer “better coverage” for a Medi-
care beneficiary, for example based
on her specific health conditions,
likely would be viewed as marketing
the Plan or Plan Sponsor.

Plan Sponsors may undertake all
types of educational and marketing
activities relating to the Medicare
Advantage and Medicare Prescrip-
tion Drug Benefit Programs gener-
ally and their Plans specifically. So
long as the Plan Sponsor complies
with the Guidelines, participa-
tion in health fairs, distribution

of brochures and other marketing
materials, and newspaper and
television advertising all are
appropriate Plan Sponsor-initiated
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marketing activities. Providers, in
contrast, may undertake educa-
tion activities but are specifically
prohibited by the Guidelines from
engaging in marketing activities
(even if a Privacy Rule pathway
could be identified).'* Under the
Guidelines, Providers can identify
to their patients the Plan Sponsors
with which the Provider contracts
and can offer factual information
about the Programs and the Plans,
but may not suggest or otherwise
promote a specific Plan or group of
Plans to their patients.

Although the Guidelines distin-
guish between marketing and
education in a way that suggests

a bright light exists, in practice,
the distinction is murky, making
navigating these concepts diffi-
cult. This can be particularly true
with face-to-face communications
when words and messages (both
explicit and implicit) may not be
as thoughtful or as carefully edited
as written communications. Thus,
as with the Privacy Rule, how Plan
Sponsors and Providers nego-
tiate these nuances depends on
the details, and a well-structured
activity carefully evaluated at the
beginning will help prevent the
need for adjustments mid-course.

Rough Waters Ahead?

The Privacy Rule and the Guide-
lines each present their own
challenges that make navigation
difficult. In certain instances, the
two sets of rules nevertheless merge
easily, providing smooth sailing for
Plan Sponsors and Providers alike.
For example, both the Privacy
Rule and the Guidelines permit
Providers to display Plan Sponsors’
printed marketing materials in the
Providers’ waiting areas, as there

is no use or disclosure of personal
information that may trigger the
Privacy Rule, and the Guidelines
permit Providers to make available
to their patients marketing mate-
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rials for the Plans with which the
Provider contracts.

At times more frustrating, though,
is that these two regulatory
schemes do not necessarily work

in concert in every instance. What
constitutes marketing under the
Privacy Rule, for example, differs
from that under the Guidelines,
reflecting that these two regulatory
schemes were created for different
purposes—the Guidelines are
concerned about persuasion and
avoiding potential confusion and
the Privacy Rule about the use and
disclosure of information. The
Guidelines’ definition of marketing
arguably is narrower than the
Privacy Rule definition, as the
former exempts objective presen-
tations of Plans that are educa-
tional in nature. However, could

a Provider’s communication of
purely objective information about
a Plan be construed as encour-
aging the purchase of that Plan,
and therefore a marketing activity
under HIPAA? This example
demonstrates the importance of
careful planning and execution of
marketing activities by Plan Spon-
sors and Providers alike.

The overlap of the regulatory
provisions of the Privacy Rule and
the Medicare Marketing Guide-
lines and the distinction between
marketing and educational activi-
ties necessitate that Plan Spon-
sors and Providers evaluate every
potential step and component of
marketing activity to determine
whether the Privacy Rule and/or
the Guidelines are triggered. The
following illustrative examples of
several common activities—and
potential pitfalls—reflect the need
for this careful analysis.

In-Person Communications

A straightforward example of the
potential discrepancy in the Privacy
Rule’s and Guidelines’ approach

to marketing, and the importance
of careful planning, is in-person
communications about a Plan.

The Privacy Rule’s marketing rules
include an exception for informa-
tion relayed face-to-face. Such
communications do not constitute
marketing and therefore do not
require prior, written authoriza-
tion. Consider a Plan Sponsor
representative maintaining a
marketing booth at a long term
care facility, with the facility’s
permission, to meet the residents
and their families and share
information about the Plan. This
action likely would not constitute
marketing under the Privacy Rule
as any interactions with patients
would be through in-person
conversations, and there is no other
use or disclosure of PHI.!?

The Guidelines, however, place
significant limitations on these
types of marketing activities
because of the concern that a
patient (or his family) could be
inappropriately influenced by a
perceived endorsement by the
Provider or a misunderstanding
that a Plan marketing pitch
suggests enrollment is a pre-condi-
tion to care. Although maintenance
of a booth in a provider location is
permitted, the Guidelines specify
that such marketing may occur only
in common areas, such as recep-
tion areas and cafeterias, and not
in areas where patients receive or
wait to receive healthcare services.!
How each provider facility is set up,
and what is considered a common
area versus a patient waiting area,
of course, must be assessed on a
facility-by-facility basis.

The end result with respect to
in-person communications is that



although the Privacy Rule seems
less restrictive regarding the activi-
ties themselves, the Guidelines
impose more limitations stemming
from concern of implicit endorse-
ments, potential misunderstanding,
and inappropriately aggressive
marketing towards a more vulner-
able population. Plan Sponsors,

in designing and maximizing
their marketing opportunities
permitted under the Privacy Rule,
must be aware of the Guidelines’
restrictions with respect to the
same. Providers, similarly, may
have steered clear of the Privacy
Rule as there is no use nor disclo-
sure of PHI, but nonetheless must
take care that their patients are
protected from marketing activi-
ties that may violate the letter—or
spirit—of the Guidelines.

Purchased Marketing Lists

The analysis regarding the use

of purchased marketing lists is

the exact opposite of that with
respect to in-person communica-
tions, reflecting how the regula-
tory schemes can so easily diverge,
reverse, and complicate Plan Spon-
sors’ marketing efforts.

Plan Sponsors often rely on
marketing lists to reach poten-
tial enrollees, particularly when
breaking into new geographic
service areas. As the Guidelines
permit Plan Sponsors to engage
in mailings with few restrictions,'®
a Plan Sponsor could purchase
mailing lists (or use its own,
existing mailing lists) to reach out
to potential enrollees with minimal
risk of violating the Guidelines.

Under the Privacy Rule, however,
there is some debate about whether
a covered entity is bound to the
marketing provisions if it uses a
marketing list developed by a non-
covered entity. For example, if a
Plan Sponsor purchases a list of
names and addresses of people over

the age of 65 from a non-covered
entity company, is this informa-
tion protected in the same way

as information generated by the
covered entity as PHI? Although
names and addresses are among
the identifiers that transform
health-related information into
PHI subject to the Privacy Rule,'®
the reason the information was
originally collected could influence
its regulatory status. PHI is a subset

of Individually Identifiable Health
Information, which is defined as
“information . . . collected from

an individual and . . . is created or
received by a . . . health plan . . .
and relates to the past, present, or
future physical or mental health
or condition of an individual;

the provision of health care to an
individual, or the past, present or
future payment for the provision of
health care to an individual” that
could identify that individual.!”

If a for-profit survey organization
collected information such as
name, address, and age and a Plan
Sponsor “receives” the information
by purchasing the data set, is this
information, which does not relate
to past, present, or future health or
reimbursement for treatment, still
considered protected?

Some Plan Sponsors may conclude,
after reviewing the particular
source of the data set to be used,

that their marketing activities are
not subject to the Privacy Rule
because the information used does
not include PHI. However, other
Plan Sponsors may take the posi-
tion that they must, or should,
abide by the same rules that would
apply if the information purchased
from the survey organization had
been obtained through general
payment transactions. Similarly,
some Plan Sponsors may be
sensitive to the potential optics
(and operational challenges) of
having different data sets subject
to different use and disclosure
rules. As such, a Plan Sponsor must
carefully evaluate its use of infor-
mation, regardless of the original
source or the basis for its collec-
tion. Unless the Plan Sponsor has a
sophisticated system for tagging the
data to identify data sets subject to
the authorization requirement and
data sets that may not be subject

to the authorization requirements,
it may have difficulty tracking the
data and using it appropriately.

The use of purchased mailing
lists reflects how the Privacy Rule
can create significant risks and
compliance requirements without
triggering comparative concerns
under the Guidelines. Moreover,
this example—and the different
analysis than that which emerges
in relation to in-person communi-
cations—reflects the complicated
nature of the regulatory schemes
and the difficulty navigating
both in the pursuit of effective
marketing activities.

Provider Leads on Potential
Enrollees

Provider leads of individuals poten-
tially interested in enrolling in a
Plan requires yet another varia-
tion of the analysis under both the
Privacy Rule and the Guidelines.

The Privacy Rule generally requires
that covered entities obtain an indi-
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vidual’s written authorization to
use or disclose PHI for marketing
purposes. The covered entity’s
activities undertaken to obtain

the individual’s written authoriza-
tion are activities “relating to the
implementation of and compliance
with” HIPAA and therefore are
recognized “health care opera-
tions” activities under the Privacy
Rule.'® Thus, from a Privacy Rule
standpoint, there are three distinct
steps that must be analyzed: first,
the use of PHI to identify those
individuals from whom the covered
entity wishes to seek authorization
to use/disclose PHI; second, the use
of PHI to contact these individuals
and obtain their authorization; and
third, use and/or disclosure of PHI as
described in the authorization.

Consider a scenario where a Plan
Sponsor asks its Providers to share
the names and contact information
(i.e., to disclose PHI) of patients
who may be eligible to enroll in
one of the Plans. The Provider,
recognizing that the Privacy

Rule prevents her from sharing
the requested PHI with the Plan
Sponsor without the patient’s prior,
written authorization, undertakes
to identify each over-65 patient
and contact them to obtain autho-
rization to share PHI with the

Plan Sponsor. The limited acts of
(i) identifying those individuals
from whom an authorization must
be obtained and (ii) seeking and
obtaining that authorization both
are likely encompassed within the
Provider’s healthcare operations.
Once authorization is received, the
Provider may disclose the informa-
tion to the Plan Sponsor and the
Plan Sponsor may use the infor-
mation to market its Plans to the
individual as described within the
scope of authorization.

The line between the contained
activity of obtaining an authori-
zation and participating in the
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marketing activity itself is a fine
one that easily blurs. The example
above assumes that the Provider
does not assess the desirability of
particular patients as marketing
targets, but contacts every patient
over the age of 65. In addition, the
authorization presumably does
not highlight the benefits of the
particular Plan; in other words,
the authorization does not do
double duty as a marketing docu-

ment itself. These steps, together,
underscore that the identification
of individuals and the obtaining of
the authorization are done solely
in furtherance of the Provider’s
healthcare operations. In contrast,
any effort by the Provider to
“screen” patients—to identify those
most desirable to the Plan Sponsor
or to determine the likelihood that
the individual would be recep-

tive to and/or interested in a Plan
Sponsor’s marketing pitch—likely
would be viewed as outside the
scope of the Provider’s healthcare
operations. The Provider’s action
could be viewed as more akin to
marketing activities (and restricted
under the Privacy Rule) because
the patient “screenings” would

be conducted on behalf of the
Plan Sponsor’s marketing initia-
tive, rather than in furtherance of
the Provider’s limited healthcare
operations needs.

Thus, although the Provider
could, as a healthcare operations
task, seek written authorization
to disclose PHI from every Medi-
care-eligible patient, the Provider
likely could not further review
the information of this group of
patients (e.g., based on insurance
coverage, health status, or other
characteristic) to identify those
individuals to whom the Plan
Sponsor would like to market its
Plans. Such “screening” activities
by Providers would be permissible
under the Privacy Rule only if the
patient’s written authorization to
perform such a screening had been
obtained beforehand.

The analysis under the Guidelines,
and the permissibility of the Provid-
er’s activities, similarly depends

on the scope of the activities. The
Guidelines permit Providers to
pass along to Plan Sponsors leads
on potential enrollees, so long as
the disclosure complies with the
Privacy Rule.!” When obtaining
patients’ authorizations, however,
the Provider must be careful to not
promote a Plan or Plan Sponsor
such that the communication is
viewed as marketing on behalf of a
Plan Sponsor.

In the circumstances described
above, the Provider’s communica-
tion to patients about the authoriza-
tion’s purpose may be educational,
rather than marketing, because the
Provider is intending to educate
patients about the availability of
Plans in which the patients may be
interested. However, one also could
argue that the Provider’s mere act of
reaching out to a patient on behalf
of only one Plan or Plan Sponsor

is an implicit endorsement of that
Plan or Plan Sponsor and there-
fore more akin to marketing than
education. A neutral communica-
tion in tone and content could be
the safest route for the Provider
(even more so if the communication



references all of the Plans or Plan
Sponsors with whom the Provider
contracts), although this obviously is
less appealing to Plan Sponsors that
would prefer a more unique, Plan/
Plan Sponsor-specific message.

The analysis—and arguably the
permissibility—shifts if the Provider
screens patients before initiating the
outreach. Neutral screening, such
as reviewing patient files to identity
all of the patients with diabetes

that would be eligible to enroll in

a Special Needs Plan for diabetic
patients, would closely align with
the educational purpose of the
authorization and disclosure to the
Plan Sponsor. Screening for specific
characteristics that could suggest a
greater interest in a particular Plan
or type of Plan or greater likelihood
of enrolling would cross the line
into marketing.

In this example, the Privacy Rule
and Guidelines take a similar
approach to both the action of
screening patients and the patient
outreach. Providers may act in both
instances so long as they remain
objective and neutral both with
respect to identifying the pool

of potential recipients and when
conducting the outreach itself.

Provider Affiliation

In contrast to the previous
example, communication of
Provider affiliations may repre-
sent an example of synergy of the
different perspectives of the Privacy
Rule and the Guidelines.

The Guidelines permit Providers

to communicate their affiliations
through various mechanisms.
Announcements of a new affilia-
tion distributed by mail or email,
for example, may identify only the
Plan with which the Provider now
contracts, although such announce-
ments may be distributed only once.
Subsequent communications must

identify all of the Plan Sponsors

with which the Provider contracts.
Displays, banners, and other commu-
nications (both at the Provider’s loca-
tion as well as mailings, etc.) similarly
must identify all of the Plan Sponsors
with which the Provider contracts, so
as to avoid any suggestion of a Plan or
Plan Sponsor endorsement.

Although it would not apply

to banners, posters, and other
displays that do not involve the use
or disclosure of PHI, the Privacy
Rule is implicated in mailings to
patients announcing a new Plan
affiliation when patient PHI—in
this case, mailing addresses—is
used to generate the mailing. The
question becomes how this activity
should best be understood under
the Privacy Rule:

¢ Is such an announcement
marketing of the Plan because
the Provider is “promoting” a
product or service offered by a
third party?

e Is the announcement describing
a new payment mechanism for
the Provider’s own products and
services and therefore carved out
of the definition of marketing?

e Is the announcement part of
the Provider’s “care coordina-
tion” activities, a subset of the
Provider’s healthcare operations,
because the Provider is assisting
in coordinating patients’ care by
informing them of the Plans with
which the Provider contracts?

The Privacy Rule and interpre-
tive guidelines make clear that a
Plan could inform its enrollees

of the physicians participating in
its network? because this activity
is excluded from the definition

of marketing. The Privacy Rule
and guidance are less clear as to
whether a Provider could rely on the
same exception to announce a new
payor for the Provider’s activities
or the care coordination pathway

to notify her patients that she now
participates in a particular Plan,
although there is strong support for
this position.?' Similar questions
exist regarding Provider-initiated
announcements of the end of a
Plan-Provider affiliation.

The U.S. Department of Health and
Human Services” Office for Civil
Rights (OCR) has not addressed
these examples of Provider-origi-
nated communications. If the Plan
Sponsor is initiating or paying for
the Provider’s mailing, a conserva-
tive approach suggests the activity
could be construed as marketing
of the Plan by the Provider, thereby
necessitating that the Provider
obtain patients’ prior written
authorization before using their
mailing address in connection with
the marketing activity. Absent Plan
Sponsor-initiation or payment for
the Provider mailing, the Provider
should consider all of the facts

and circumstances of the mailing
to identify the most appropriate
Privacy Rule pathway.??

& ok sk ook sk

What the foregoing examples
illustrate is that marketing activi-
ties need to be plotted carefully to
identify the applicable Privacy Rule
pathway and Guidelines pathway
for each twist and turn.

There are very few marketing activi-
ties that Plan Sponsors and Providers
are expressly prohibited from under-
taking. Rather, the Privacy Rule and
the Guidelines, both individually
and in combination, require that

the parties take care to plot their
course and ensure team compliance
with the activities, including their
limitations. Many marketing activi-
ties permitted under the Guidelines
require a written authorization—this
is an enormous operational chal-
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lenge, but the potential conse-
quences may be more troublesome.

The potential penalties associ-

ated with violations of the Privacy
Rule—including unauthorized use
and disclosure of PHI to a third
party—would entail the risk of

civil money penalties (CMPs) and
criminal penalties, such as monetary
fines and imprisonment. The OCR
may impose CMPs on a “covered
entity” for violations of the Privacy
Rule, although the CMPs may not
exceed $100 per violation or $25,000
for identical violations in a calendar
year.?* Criminal penalties may be
imposed on any person who know-
ingly and in violation of the Privacy
Rule obtains or discloses PHI,
including monetary penalties of up
to $50,000, imprisonment for up to
one year, or both. If the offense “is
committed with the intent to sell,
transfer or use” PHI “for commercial
advantage,” the monetary penalty
can be increased up to $250,000 and
the term of imprisonment can be
extended to 10 years.*

Unlike the Privacy Rule, by which
the person or entity that uses or
discloses information improperly
is the “bad actor,” the Guidelines
are explicit that it is the Plan
Sponsor that will be accountable
for violations of the Guidelines.
Thus, a Provider that inappropri-
ately markets a specific Plan could
lead to CMS imposing sanctions
on the Plan Sponsor. CMS has

the authority to impose CMPs on
Plan Sponsors in amounts ranging
from $10,000 to $25,000 per viola-
tion, depending on the nature of
the activity. Intermediate sanc-
tions in the form of suspension of
marketing activities, enrollment,
and/or payment as well as contract
termination, may be imposed in
addition to or instead of CMPs.?
Plan Sponsors also should be
aware that there appears to be
some risk that CMS would seek to
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bootstrap on an alleged violation
of the Privacy Rule as a violation
of a Plan Sponsor’s contract with
CMS, even if OCR did not pursue
the allegation of improper use of
disclosure of PHI, on the grounds
that compliance with HIPAA is a
contractual obligation.

In addition to potential financial
penalties or other intermediate
sanctions, Plan Sponsors and
Providers face significant reputa-
tional risks for perceived or actual
Privacy Rule violations. In the past
year, there have been several high-
profile government and private
sector instances of inadvertent
disclosures, raising the public’s
alarm about how and by whom
their health information is used.?®
A Plan Sponsor wishing to compete
in a crowded marketplace and reas-
sure existing enrollees of, and high-
light for potential new enrollees,
the Plan Sponsor’s commitment

to confidentiality could experi-
ence a significant set back if there
was public exposure regarding
improper marketing practices.
Unlike mistakes that occur with
treatment or payment—which offer
benefit to the covered entity and
individual alike—marketing is truly
for the benefit of the marketer.

Thus, the reputational effect of
impermissible uses and disclo-
sures could be particularly strong
because the public may assume that
it was corporate profits that inter-
fered with conscience.

Ultimately, Plan Sponsors and
Providers planning marketing
activities should ask themselves
several questions:

® What is the marketing activity to
be undertaken?

e Is the activity permissible under
the Guidelines, and do any limita-
tions apply?

e [f the Guidelines permit the

activity, what are the specific expec-

tations of each party involved? For
example, what is expected of the

Provider? Plan Sponsor?

For each activity undertaken

by a covered entity, be it a Plan

Sponsor or Provider, will PHI be

used or disclosed? If so, how?

How Plan/Plan-Sponsor-specific

is the marketing? Is it targeted

to all individuals over 65 years
old who live in a geographical
market, or is insurability and
other healthcare characteristics
also under evaluation?

Is the marketing activity in

person? If no, what is the Privacy

Rule pathway for this use or

disclosure?

¢ Has the Plan Sponsor provided
adequate training to its
employees—including Providers
and agents—so they can appro-
priately answer questions?

By chartering a course prospec-
tively, Providers and Plan Sponsors
can work together, consistent with
the Privacy Rule and the Guide-
lines, to prepare for the upcoming
open enrollment season without
running aground on rocky shoals.
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