
HIPAA Privacy Rule:
Breaking the Chain of
Trust—How the Privacy
Rule May Impede the
Provision of Health-
care
Joshua M. Kaye, Esquire
McDermott Will & Emery
Miami, Florida

I.  Introduction

Healthcare is undergoing dra-
matic change as the industry
shifts toward e-based business.
Among the factors driving this
transformation are pressures to
cut costs by moving from paper-
based to electronic processes
and a growing demand by
patients to receive higher quality
healthcare. The impetus for
these changes is the Health
Insurance Portability and
Accountability Act of 1996
(HIPAA),1 which was enacted in
some measure to address the
fact that the country’s 1,500 plus
healthcare payors employed a
large variety of formats and
data requirements to handle
healthcare claims and related
transactions.2 The lack of a sin-
gle national standard has creat-
ed a transaction environment
that is unnecessarily costly and
prone to errors.3 HIPAA was
intended to reduce the adminis -
trative and transaction costs
associated with the healthcare
industry by requiring the indus-
try to shift to fully interoperable
systems for healthcare transac-
tions, thus promoting efficient
healthcare markets.4 As a by-
product of a more uniform and
efficient healthcare industry, it is

hoped that medical errors will
decline thereby raising the qual-
ity of and access to healthcare
in this country. 5

At the same time, Congress rec-
ognized that the increasing com-
plexity of the healthcare indus-
try presented challenges to
maintaining the confidentiality
of individually identifiable
health information, and thus
authorized the Secretary of the
Department of Health and
Human Services (DHHS) to
promulgate regulations for the
privacy of individually identifi-
able health infor-mation. 6 The
privacy standards were pub-
lished by the DHHS Secretary
as final regulations on Decem-
ber 28, 2000, (the Privacy Rule)
and the proposed modifications
to the Privacy Rule were pub-
lished March 27, 2002 (the Pro-
posed Modifications). The regu-
lation and proposed modifi-
cations require health plans,
health maintenance organizations
(HMOs), physicians groups, and
others in the healthcare chain of
trust to implement security
measures that preserve the con-
fidentiality of sensitive health
information.

In enacting such security meas-
ures, however, the Privacy Rule
ultimately will impede the deliv-
ery of quality healthcare because
the Privacy Rule will disadvan-
tage health plans, HMOs, health
insurers, and others in the
healthcare chain of trust, as well
as associated business partners in
at least three ways: (1) by the sig-
nificant administrative costs and

burdens incurred by healthcare
entities in implementing and
maintaining compliance with the
Privacy Rule; (2) by precluding
the flow of essential healthcare
communications among health-
care entities and healthcare pro-
fessionals due to the fear of
exposure to liability for improp-
erly handling private health
information; and (3) by the costs
associated with lawsuits brought
by individuals exploiting newly
founded rights and claiming
harms recognized at common
law due to the misuse of protect-
ed health information.

This article is divided into the
following parts: the first part
begins with a discussion of the
key concepts of the Privacy
Rule including who falls within
the jurisdiction of the regula-
tions and to what does the Pri-
vacy Rule apply. The next part
examines patients’ rights under
the Privacy Rule and provides a
brief overview of enforcement
and external sanctions. The
next part focuses on how pri-
vate health information may be
used and disclosed for certain
healthcare functions and specifi-
cally addresses the distinction
between a “consent” and an
“authorization”. The final part
scrutinizes the impact of the Pri -
vacy Rule on the collaboration
of healthcare entities and other
healthcare professionals and dis-
cusses how the health system
chain of trust will be eroded
because healthcare entities will
(1) incur substantial and costly
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administrative burdens to
become compliant and maintain
compliance with the Privacy
Rule, (2) institute defensive
information tactics causing a
chilling effect on the collabora-
tion among healthcare entities,
and (3) be defending an
onslaught of lawsuits, ultimately
leading to a decline in the quali-
ty of and access to healthcare in
this country.

II.  Key Concepts

Understanding who must com-
ply with the Privacy Rule
requirements (a Covered Entity
and their Business Associates)
and to what sort of information
the requirements apply (Protect-
ed Health Information) is the
critical first step toward compli-
ance with the Privacy Rule. 

A.  Covered Entities

Three categories of entities fall
within the definition of a Cov-
ered Entity and are thus subject
to the Privacy Rule. These enti -
ties are as follows: (1) a health
plan7; (2) a healthcare clearing-
house8; and (3) any healthcare
provider9 who transmits any
health information in electronic
form in connection with a trans-
action covered by the Privacy
Rule.10

As is evident from the definition
of a Covered Entity, health
plans and healthcare clearing-
houses constitute Covered Enti-
ties by the very nature of their
business operations. However,
healthcare providers are not
Covered Entities unless such
providers transmit electronic
health information in connec-
tion with a HIPAA transac-
tion.11 Accordingly, a provider
that processes all of his or her

claims by paper or telephone
would not be subject to the Pri-
vacy Rule. While unlikely, some
small practitioners may find that
their practices do not fall within
the scope of the definition of a
Covered Entity, and thus may
be afforded some regulatory
relief.

B.  Protected Health Information

Protected Health Information
(PHI) is defined as individually
identifiable health information
that is: (1) transmitted by elec-
tronic media; (2) maintained in
any medium described in the
definition of electronic media;
or (3) transmitted or maintained
in any other form or medium
including oral communications
or recorded transmissions.12 As
Donna Shalala, the former Sec-
retary of the DHHS, explained:

Covering oral communica-
tions is an important part of
keeping individually identifi-
able health information pri-
vate. If the final rule were
not to cover oral communi-
cations, a conversation about
a person’s protected health
information could be shared
with anyone. Therefore, the
same protections afforded to
paper and electronically
based information must
apply to verbal communica-
tions as well.13

By contrast, PHI does not
include such items as cells and
tissues.14 Nevertheless, any
analyses of such items would
fall within the scope of PHI.15

Similarly, physical items such as
clothing or weapons like a
bloody knife are not PHI, but
the communications that accom-
pany the use or disclosure of
such items could constitute
PHI.16 For example, if a physi-

cian provides cells to a
researcher and the physician
tells the researcher that these
are cancer cells extracted from
Jane Doe, while the cells are
not PHI, the accompanying
statement is PHI and must be
treated accordingly under the
Privacy Rule.17

C.  Business Associates

The Privacy Rule requires that
Covered Entities enter into writ -
ten agreements with any Business
Associates that receive PHI in the
course of carrying out their treat-
ment, payment, and healthcare
operation (TPO) obligations for
the Covered Entity.18 Generally
speaking, there are two means by
which an entity may fall within
the definition of a Business Asso-
ciate.19 First, a person constitutes
a Business Associate when he,
she, or it uses or discloses PHI
that belongs to a Covered Entity
to perform a function on behalf of
the Covered Entity.20 Second,
those persons performing the
services listed at 45 C.F.R. 
§ 160.103 also may constitute
Business Associates if the provi-
sion of such service involves the
disclosure of PHI by the Covered
Entity to the service provider.21

An example of the latter form of
a Business Associate is a consult-
ant to a Covered Entity who
requires access to PHI belonging
to the Covered Entity.22

While healthcare providers and
health plans may often find
themselves entering into Busi-
ness Associate arrangements,
the Business Associate Rule
does not apply to:

1.  Disclosures by a Covered
Entity including a healthcare
provider to a healthcare
provider concerning the treat-
ment of an individual23; and 

2.  Disclosures by a group health
plan (or health insurance
issuer or HMO with respect
to a group health plan) to the
plan sponsor if the require-
ments of 45 C.F.R. 
§ 164.504(f) are met.24

An analysis of the following two
inquiries should aid in under-
standing who or what constitutes
a Business Associate. First, must
a physician enter into a Business
Associate agreement with a
health plan in order for such
physician to disclose PHI to such
health plan for TPO purposes?
Second, does an insurer or
HMO constitute a Business Asso-
ciate where a group health plan
purchases insurance or coverage
from the same?

In addressing the former ques-
tion, the answer is no such con-
tractual arrangement is neces-
sary because, while the
physician may have an agree-
ment to accept payment from
the health plan as reimburse-
ment for services rendered to
subscribers of the health plan,
the DHHS’ position is that nei -
ther the healthcare provider
nor the health plan are acting
on behalf of or providing a serv-
ice to the other.25 Likewise in
addressing the second question,
the DHHS’ position is that nei -
ther the health insurer nor
HMO is a Business Associate
of the group health plan,
because the activities of the
health insurer or HMO are on
their own behalf and not on
behalf of the group health
plan.26 Nevertheless, often a
group health plan enters into
an agreement with an HMO or
health insurer to perform func-
tions or to provide services that
are in addition to the provision
of insurance. In such a situa-
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tion, the HMO or health insur-
er most likely would constitute
a Business Associate.27

Assuming a Business Associate
relationship exists, the general
rule is that a Covered Entity
may disclose PHI to a Business
Associate and may allow a Busi -
ness Associate to create or
receive PHI on behalf of the
Covered Entity only if the Cov-
ered Entity obtains “satisfactory
assurances” that the Business
Associate will appropriately han-
dle the PHI.28 Satisfactory assur-
ances means that Covered Enti-
ties must enter into a written
agreement with each Business
Associate explicitly requiring,
among other things, for the
Business Associate to: (1) use or
disclose PHI in compliance with
the Privacy Rule; (2) report any
misuse of PHI to the Covered
Entity; (3) impose the same
requirements on the Business
Associate’s agents; and (4) make
an accounting of disclosures
available to individuals.29

While the Privacy Rule does
not require Covered Entities to
police the operations of its Busi -
ness Associates, a Covered Enti-
ty may be held liable under the
Privacy Rule if it actually knew
of a material breach of the Pri-
vacy Rule by the Business Asso-
ciate and failed to take steps to
require a cure or to terminate
the relationship.30

III.  Patients’ Rights;
Sanctions

A.  Patients’ Rights

The Privacy Rule provides
patients with significant rights
to learn about their own per-
sonally identifiable health infor-
mation, and equally as impor-
tant, to learn about the
business and privacy practices

of the providers and plans from
whom they obtain such health-
care services. More specifically,
the Privacy Rule establishes
seven primary rights for indi -
viduals: (1) the right to notice
of the entity’s privacy practices
31; (2) the right to request
restrictions on the use and dis -
closure of the individual’s PHI
for TPO32; (3) the right to
receive confidential communi -
cations of the individual’s
PHI33; (4) the right to access
the individual’s PHI34; (5) the
right to amend the individual’s
PHI35; (6) the right to an
accounting of disclosures of the
individual’s PHI36; and (7) the
right to complain to the Cov-
ered Entity and the DHHS Sec-
retary about the privacy poli -
cies and procedures of an
entity.37

The administrative burdens
associated with implementing
such policies and procedures
will be significant. Of particular
interest are the convoluted
notice requirements related to
group health plans. Specifically,
individuals who receive health
benefits under a group health
plan other than through insur-
ance are entitled to receive a
privacy notice from the group
health plan.38 By contrast, a
group health plan is not
required to maintain or provide
a privacy notice where the
group health plan provides
health benefits through an insur-
ance contract with a health
insurer or HMO and the only
PHI the group health plan cre -
ates or receives is summary
information and information
about an individual’s enrollment
or disenrollment.39 Neverthe-
less, under this latter scenario, if
the group health plan creates or
receives PHI, the group health

plan must maintain a privacy
notice that it is required to dis-
tribute upon request.40 In such
a case, the individual is entitled
to receive notice of the health
insurer’s or HMO’s privacy
practices but not those of the
group health plan unless other-
wise requested.

These notice requirements serve
as but one example of the com-
plex operational specifications
that Covered Entities must
implement with precise opera-
tional processes and controls to
ensure compliance with the Pri-
vacy Rule. As further discussed
below, these rights ultimately
will hinder healthcare as exorbi-
tant administrative costs are
incurred by Covered Entities
and the plaintiffs’ bar begins to
exploit such rights in litigation. 

B.  Enforcement and Sanctions

The DHHS Secretary delegated
enforcement of the Privacy Rule
to the Office for Civil Rights
(OCR). The OCR’s responsibili-
ties include working with Cov-
ered Entities to secure voluntary
compliance, investigating com-
plaints, and, where voluntary
compliance is unachievable,
imposing civil monetary penal-
ties.41 While the Privacy Rule
apparently seeks to ease Cov-
ered Entities’ concerns by call-
ing for the cooperation of the
DHHS Secretary and Covered
Entities to obtain voluntary
compliance, non-compliance
with the Privacy Rule should
not be overlooked as it can
result in hefty monetary fines as
well as imprisonment.

In particular, the Privacy Rule
provides for civil penalties of up
to $100 per person per violation
or $25,000 per person for the
negligent violation of a single

standard in a year.42 The DHHS
also may refer a matter to the
Department of Justice to pursue
criminal sanctions against any
person who knowingly violates a
standard.43 A person or entity
that knowingly commits a viola-
tion of the Privacy Rule may be
fined up to $50,000 and/or face
imprisonment for a term not to
exceed one year.44 A person or
entity that violates the Privacy
Rule under false pretenses faces
fines of up to $100,000 and/or a
term of imprisonment not to
exceed five  years.45 The Privacy
Rule further authorizes fines of
up to $250,000 and/or a term of
imprisonment not to exceed ten
years for any person who vio-
lates any standard with the intent
to sell, transfer, or use PHI for
commercial advantage.46

Because the Privacy Rule author-
izes such stringent penalties, it is
important that Covered Entities
understand how they may use
and disclose PHI.

IV.  Uses and Disclosures
of PHI

This final part explains how
PHI may be used and disclosed
for certain healthcare functions
and specifically addresses the
distinction between a “consent”
and an “authorization.”

A.  Consent 

The Privacy Rule generally per-
mits Covered Entities to use and
disclose PHI as necessary for
TPO purposes.47 Furthermore,
the Privacy Rule permits two
types of Covered Entities (i.e.,
health plans and health clearing-
houses) to use or disclose PHI
without obtaining a consent from
the individual for the release of
information for TPO.48 Thus, a
legal presumption exists that all
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individuals have consented to
the use and disclosure of their
PHI by health plans and clear-
inghouses for purposes of TPO.
In contrast, the third type of
Covered Entity (i.e., healthcare
providers) must obtain an indi-
vidual’s consent prior to using or
disclosing such individual’s PHI
for TPO purposes.49

The consent requirement only
applies to uses and disclosures
of PHI for TPO purposes. For
any other use or disclosure, a
Covered Entity must obtain an
individual’s specific authoriza-
tion. Such authorization must be
separate from the consent.

B.  Authorization

In order to disclose PHI for a
purpose other than TPO, Cov-
ered Entities must obtain an
individual’s authorization.50

One major distinction between
an authorization and a consent
is that, while a Covered Entity
may refuse TPO where an indi-
vidual refuses to execute a con-
sent, Covered Entities are pro-
hibited from conditioning
treatment, payment, or eligibility
for benefits on obtaining an
authorization.51 Accordingly, the
authorization’s purpose is aimed
at preventing Covered Entities
from coercing individuals into
agreeing to the use or disclosure
of such individual’s PHI in a
manner that is not necessary for
such individual’s healthcare.

Specifically, the core elements
of an authorization include
detailed information with
respect to the use or disclosure
and provide the individual fair
notice about his or her rights
with respect to an authorization
and the potential for the infor-
mation to be re-disclosed.52 In

addition to the core elements,
certain additional provisions
must be included under the fol-
lowing three sets of implementa-
tion specifications: (1) authoriza-
tions requested by a Covered
Entity for its own uses or disclo-
sures;53 (2) authorizations
requested by a Covered Entity
for disclosures by others;54 and
(3) authorizations for research
that includes treatment.55

The effect of separating a con-
sent from an authorization is that
the distinct authorization should
allow an individual to focus on
any uses and disclosures that are
not for TPO purposes. Accord-
ingly, the authorization should
permit individuals specifically to
understand how and by whom
their PHI is being utilized.56

V.   Burdens of the 
Privacy Rule

A.  Administrative Burdens

The administrative burdens that
the Privacy Rule places upon
Covered Entities are too numer-
ous to catalog. Nevertheless, it
is worth highlighting a number
of issues because of the negative
impact they will have on the
collaboration among healthcare
organizations and others in the
healthcare chain of trust.

For example, while the consent
requirement arguably adds to a
patient’s understanding of a
healthcare provider’s privacy
practices, it also will impede
access to, and delivery of, quality
healthcare. The consent require-
ment impedes the collaboration
among healthcare entities and
providers because an array of cir-
cumstances exists where health-
care providers need to use or dis-
close PHI for TPO purposes to
others in the chain of trust prior
to the initial face-to-face contact

with the patient and thus prior to
obtaining consent. The current
Privacy Rule does not permit
these routine and often essential
activities until the patient executes
the necessary consent.57 The con-
sent requirement also will hinder
the operations of hospitals that
routinely utilize information
received from a referring physi-
cian to schedule and prepare for
the necessary procedure prior to
the time the patient actually
arrives at the hospital to execute
the consent. To obtain a consent
from such individual prior to
using or disclosing his or her PHI
creates a serious impediment to
such activities.

The difficulties that will arise
from healthcare organizations
attempting to track consents will
further impede medical treat-
ment. Because the Privacy Rule
permits an individual to revoke
his or her consent, larger institu-
tional providers may be exposed
to the potential liability of using
or disclosing PHI in reliance on
a revoked consent. Accordingly,
healthcare providers will be
forced to undertake the associat-
ed expenses and administrative
difficulties of either tracking
patients’ consents and revoca-
tions or obtaining a consent dur-
ing each patient encounter. Addi-
tional dilemmas may arise where
a patient revokes his or her con-
sent because healthcare organiza-
tions may have to eliminate all
PHI concerning such individual
from their information technolo-
gy systems in order to ensure
that the PHI is not used inadver-
tently or improperly. Because
such PHI is often used by health-
care entities to evaluate and
improve healthcare operations,
such elimination could signifi-
cantly deter quality improvement
activities.

It is worth noting that the DHHS
is attempting to address many of
these administrative concerns.
Specifically, the Proposed Modi-
fications remove the requirement
to obtain consent prior to receiv-
ing initial treatment from a
healthcare provider.58 Instead,
patients would be asked to
acknowledge a privacy notice,
but healthcare providers could
treat such patients even if the
patient did not make such
acknowledgement.59 This change
would allow patients to consider
a provider’s privacy policies
before making healthcare deci-
sions, but would eliminate cer-
tain of the concerns related to
obtaining quality healthcare as
well as the barriers formed with
respect to patients’ access to care
under the Privacy Rule.60 Never-
theless, as the Privacy Rule is
currently written, the consent
requirement deters the necessary
collaboration of healthcare
organizations and others that are
part of the chain of trust and
thus impedes the quality of and
access to healthcare.

In addition to the consent
requirement, the Privacy Rule’s
minimum necessary standard
further amplifies the administra-
tive burdens that Covered Enti-
ties will encounter. In particular,
the minimum necessary stan-
dard breaks the chain of trust
because it requires Covered
Entities to limit the use or dis-
closure of, and requests for, PHI
to the minimum amount necessary
to accomplish the intended pur-
pose.61 In effectuating this goal,
Covered Entities will be
required to develop and imple-
ment policies and procedures
appropriate to the Covered
Entity’s business practices and
workforce that reasonably mini-
mize the amount of PHI used,
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disclosed, and requested.62 Such
policies and procedures must
identify the individuals or class-
es of individuals within the Cov -
ered Entity who need access to
the PHI to perform their duties,
the categories or types of PHI
needed, and the conditions
appropriate to such access.63 Of
particular concern with respect
to the minimum necessary stan-
dard is the inclusion of oral
communications within the
scope of PHI. Monitoring such
communications raises a host of
issues from being extremely
costly, quite burdensome to
implement, and even impossible
to administer.64

In addition to being an adminis-
trative quagmire, the minimum
necessary standard will lead to
Covered Entities implementing
defensive information practices
due to the fear of being non-
compliant and thus exposed to
potential liability from plaintiffs’
lawsuits, DHHS sanctions,
Department of Justice criminal
investigations, and the costs
associated with each. As Cov-
ered Entities adopt defensive
information practices, important
medical information will begin
to be withheld ultimately lead-
ing to an erosion of the chain of
trust and a decline in quality
healthcare.65

Realizing that the Privacy Rules
will lead to irrational actions and
consequences, the DHHS is
attempting to counter many of
these concerns via the Proposed
Modifications.66 Moreover, the
National Committee on Vital
and Health Statistics (the
NCVHS) recently recommended
that the DHHS provide guidance
and education on the minimum
necessary standard to address
the increasing concerns about

liability and defensive informa-
tion practices that may lessen the
flow of information and impede
care, and that the DHHS issue
advisory opinions and publish
best practices to assist in alleviat-
ing the administrative burdens
that Covered Entities will incur
when developing policies.67

An additional administrative bur-
den that Covered Entities will
face is associated with the Privacy
Rule’s non-pre-emption of more
stringent state privacy laws.68

Generally, the Privacy Rule con-
stitutes a “floor” from which
states may raise the applicable
privacy standards.69 Additionally,
the Privacy Rule does not pre-
empt state provisions that the
DHHS Secretary determines are
necessary to: (1) prevent fraud
and abuse; (2) insure regulations
of insurance and health plans; 
(3) improve the healthcare sys-
tem; or (4) address controlled
sub-stances.70 Such an exception
for state laws that are more strin-
gent than the Privacy Rule will
be difficult to apply with any
degree of uniformity as it may
subject Covered Entities to a vari-
ety of multiple state laws depend-
ing upon where the patient is
located.71 Ultimately, this provi-
sion could become an administra-
tive nightmare forcing Covered
Entities to establish a number of
policies that are contingent upon
location. Moreover, it is likely that
Covered Entities will interpret
state statutory provisions different-
ly thus leading to inevitable litiga-
tion to reach some uniformity on
the issues. The Privacy Rule’s
“more stringent” exception also
will encourage state law makers
to expand upon existing privacy
protections, which, in turn, will
require Covered Entities to bear
the legal costs associated with
continuously monitoring state

developments in order to modify
their privacy practices accordingly.72

B.  Private Lawsuits

Significantly, HIPAA does not
authorize a private cause of
action.73 Nevertheless, non-com-
pliance with the Privacy Rule
may become the basis for hold-
ing Covered Entities liable
under common law actions for
breach of confidentiality.74 As
one federal district court recent-
ly noted about the Privacy
Rule, “the Standards indicate a
strong federal policy to protect
the privacy of patient medical
records, and they provide guid-
ance to the present case.”75

Indeed, many state courts have
recognized that, even where
statutory provisions deny a pri-
vate cause of action, a statute
may set the standard against
which a defendant’s actions
could be measured. In Doe v.
Community Health Plan Kaiser
Corp.76, a court examined an
allegedly improper disclosure of
confidential information by an
employee of an HMO. After
considering certain statutory
provisions that precluded unau-
thorized disclosures by HMOs
and healthcare providers, the
court opined that “[w]hile a pri-
vate cause of action may not be
predicated on . . . these statutes,
[they] define and impose the
scope of the actionable duty of
confidentiality which arises
between certain healthcare
providers . . . and their
patients.”77

Recognizing that the Privacy
Rule may become the base stan-
dard against which healthcare
entities will be measured
arguably leads to the drastic
result of Covered Entities incur-
ring substantial costs in defend-

ing lawsuits brought by plaintiffs
for the most nominal breach of
the Privacy Rule. Indeed, the
prevailing case law substantially
supports a plaintiffs’ cause of
action for breach of confi-
dence.78 For example, in exam-
ining whether an unconsented
disclosure by a physician to his
patient’s employer gave rise to a
cause of action, the Alabama
Supreme Court held that the
plaintiff had properly asserted a
claim for breach of a confidential
relationship.79 In Hammonds v.
Aetna Casualty & Surety Co. , the
court, in considering whether a
physician may be held liable for
breach of a confidential relation-
ship, opined:

The unauthorized revelation
of medical secrets, or any
confidential communication
given in the course of treat -
ment is tortious conduct
which may be the basis for
an action in damages.80

With such a solid foundation
existing at common law, it is
inevitable that the plaintiffs’ bar
will become more conversant in
the Privacy Rule and the count-
less ways that a Covered Entity
can run afoul of it. As jury ver-
dicts against Covered Entities
become prevalent, the use of
defensive information tactics by
Covered Entities will become
ever more necessary. 

Business Associates also should
be concerned about exposure to
liability under the Privacy Rule.
While the DHHS Secretary
deleted a provision in the pro-
posed privacy regulations that
required any Business Associate
agreement to explicitly state that
individuals were third party
beneficiaries to the contract, the
Privacy Rule does not prohibit
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individuals from bringing a
third party beneficiary claim
under common law. Indeed, the
DHHS Secretary warned the
healthcare industry: “If existing
law allows individuals to claim
third party beneficiary rights or
prohibits them from doing so,
[the DHHS] does not intend to
affect those rules. Rather, [the
DHHS] intend[s] to leave this
matter to such other law.”81

Many jurisdictions have adopted
the RESTATEMENT (SECOND) OF

CONTRACTS view that an intend -
ed beneficiary has an enforce-
able right under a contract.82

Indeed, several state courts
already have recognized a legal
basis for extending liability to a
third party receiving confiden-
tial health-related information.
For example, in Biddle v. War-
ren General Hospital83, the Ohio
Supreme Court recognized the
existence of a tort where a hos-
pital, at the insistence of its
lawyers, forwarded patient regis -
tration forms to the law firm
prior to obtaining the patients’
consents. In holding the law
firm liable for the disclosure by
the hospital, the court stated:

[A] third party can be held
liable for inducing the unau-
thorized, unprivileged disclo-
sure of nonpublic medical
information that a physician
or hospital has learned with-
in a physician-patient rela-
tionship.84

Accordingly, Business Associates
should not feel immune from liti-
gation with respect to the Priva-
cy Rule as they may incur sub-
stantial costs resulting from third
party beneficiary suits brought
by aggrieved patients for the
improper use or disclosure of

PHI. Due to the potential expo-
sure to liability to both Covered
Entities and Business Associates,
it ultimately will be advisable, if
not necessary, for Covered Enti-
ties and Business Associates to
protect their respective interests
by negotiating indemnification
clauses into the Business Associ-
ate arrangement.

The Privacy Rule also may
serve as a catalyst to increased
medical malpractice litigation
as Covered Entities will be
required to more accurately
account for medical records
and plaintiffs will be better
equipped to exploit some of
the new privacy protections for
litigation purposes.85 In particu-
lar, the Privacy Rule gives the
patient a “right of access to
inspect and obtain a copy of
protected health informa-
tion.”86 Plaintiffs likely will use
their right of access as the first
step in assessing whether mal -
practice has been committed.87

Moreover, “an individual has
the right to have a covered
entity amend protected health
information.”88 Such a right
will permit an individual to bet-
ter portray his or her story and
thus reinforce the plaintiff’s the-
ory of liability. 89 This article
suggests that, in bestowing sub-
stantial rights among patients,
the Privacy Rule has estab -
lished a framework that may
foster significant litigation.
While the DHHS Secretary
may have intended the individ-
ual rights to serve as a basis for
patient trust in the healthcare
system, it is evident from the
above discussion that such indi-
vidual rights eventually may
lead to defensive information
tactics thus stifling the collabo-
ration among Covered Entities
and ultimately breaking the

chain of trust that is necessary
for a quality healthcare system.

VI.  Conclusion

Protecting privacy and improv-
ing quality seem to mandate
competing needs. Protecting pri-
vacy suggests a need to
decrease the flow of patient-
related information. By contrast,
maximizing the collaboration
and sharing of an individual’s
healthcare information among
healthcare providers seem to be
key strategies aimed at improv-
ing quality of care.90 While pri-
vacy of confidential information
is a critical public health inter-
est, any acceptable privacy reg-
ulations should not substantially
hinder the collaboration by and
among those who are part of
the healthcare chain of trust.
Due to the administrative costs
associated with the Privacy Rule
and the increased adversity that
may become prevalent between
patients and Covered Entities as
patients exploit their newly
formed rights, it is possible that
the Privacy Rule ultimately may
serve to undermine HIPAA’s
goal of an efficient and quality
healthcare system. 

The Proposed Modifications, if
enacted, may serve to reduce sev-
eral of the Covered Entities’ con-
cerns. Nevertheless, this article
cautions that as protecting
patients’ confidences becomes the
dominant concern and healthcare
entities are distracted from quality
of care issues like those debated
with respect to the Patients’ Bill of
Rights, healthcare entities increas-
ingly will engage in defensive
information practices. Protecting
patient confidences is crucial to
establishing patients’ trust in the
healthcare system as it fosters can-
did discussions about healthcare
symptoms. However, ultimately,

defensive information practices
only can lead to the erosion of
quality healthcare as those in the
healthcare chain of trust will be
less likely to collaborate and
share necessary medical informa-
tion. Such a break in the chain of
trust is arguably the antithesis of
what the Privacy Rule was
expected to accomplish.
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