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By Jaclyn Jaeger

In the aftermath of changes to the U.S. 
Sentencing Guidelines last year, and 
in the face of an unforgiving regula-

tory environment at both state and fed-
eral levels, companies increasingly see the 
sense of the compliance officer and gen-
eral counsel jobs.

Historically, the general counsel in 
many companies also served as the com-
pany’s chief compliance officer, since 
compliance was viewed as a legal and 
regulatory concern. That habit is still 
common today, but views have changed 
substantially over the past few years, says 
Matthew Tanzer, chief compliance coun-
sel for Tyco International. 

Now the preference, especially among 
large companies in highly regulated in-
dustries, is to separate that top job—and 
even the entire functions—due to a grow-
ing awareness that compliance today “of-
ten encompass matters far removed from 
legal or regulatory compliance,” such as 
business ethics, company values, and in-
tegrity, Tanzer says.

Companies have been pushed along 
in this direction by changes in the U.S. 
Sentencing Guidelines last year, which 
explicitly call for chief compliance offi-
cers to report directly to the board. Un-
der the U.S. Sentencing Guidelines, the 
person with operational responsibility for 
the compliance and ethics program must 
have “direct reporting obligations to the 
governing authority or an appropriate 

sub-group,” such as an audit committee, 
if the company hopes to win the most co-
operation credit possible during a federal 
investigation.

In other words, federal authorities 
“don’t want the roles combined, nor do 
they want the compliance office reporting 
to legal,” says Rob Biskup, leader of De-
loitte’s financial investigations and corpo-
rate compliance practice.

Such prodding is starting to materi-
alize in a change of reporting roles. A 
survey by Compliance Week and PwC 
earlier this year found that 32 percent of 
chief compliance officers now report to 
the CEO. “You see a strong push to have 
the compliance function in a very visible 
setting,” Biskup adds, “with the compli-
ance officer having regular interaction 

with the board.”
Still, just 8 percent of respondents said 

that the CCO at their company reports to 
the board, and 41 percent say the CCO 
reports to the general counsel, implying 
that the functions are still combined or 
closely related at these companies.

That could be changing. Corporate 
integrity agreements between federal 
agencies and several companies call for 
separation of the CCO and general coun-
sel roles. For example, in August 2009 a 
corporate integrity agreement between 
Pfizer and the Department of Health and 
Human Services stated that, “compliance 
and legal functions should be separate, 
and the CCO should not report to the 
general counsel.” That separation, HHS 
guidance says, “helps to ensure indepen-

the importance of Splitting legal and Compliance

The chart below from the CW/PwC State of Compliance study shows who the CCO reports to at most 
companies.

the CCo reports to the following individual(s):

Source: CW and PwC: The State of Compliance 2011 Study.
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dent and objective legal reviews” and fos-
ters “a system of checks and balances … 
to more effectively achieve the goals of the 
compliance program.”

Similarly, a corporate integrity agree-
ment between the Justice Department and 
Eli Lilly in 2009 stated that the chief com-
pliance officer “shall not be, or be sub-
ordinate to, the general counsel or chief 
financial officer.”

“As a result of the broadening role of 
the CCO and the increased pressure for 
an independent governance voice within 
corporations, it probably is preferable for 
most companies to have the GC and CCO 
roles be separated,” Tanzer says. “Howev-
er, this is not mandatory and every com-
pany needs to evaluate its own manage-
ment structure and culture to determine 
what will work best.”

Yet the separation of the roles might 
not work for everyone. “The structure 
you adopt for your organization has 
to fit your organization,” says Rich-
ard Crist, chief ethics, compliance, and 
privacy officer for Allstate. In smaller 
companies that typically have far fewer 
resources, for example, he says it may 
not always be practical to have two full-
time employees devoted to each of those 
jobs.

That doesn’t mean small companies are 
completely off the hook. “If you have a 
small company that runs into significant 
compliance problems, the government 
will still recommend, and may even re-
quire in a corporate integrity agreement, 
that the jobs be split,” says Josh Buchman, 
a partner in the law firm McDermott, 
Will & Emery.

Forced Split

The government is far less lenient, how-
ever, with large companies. It takes 

the view that dividing the compliance and 
legal functions helps to nurture a strong 
compliance program. While both the gen-
eral counsel and chief compliance officer 
have responsibility “to protect both the 
reputation and the legal risk profile of the 
organization,” Buchman says, “the gov-
ernment perceives the two positions as 
being fundamentally different.”

For the most part, many compliance 
and legal executives agree. “If you’re in a 
larger organization, and you’re in a highly 
regulated industry, those roles, specifi-
cally the GC and chief compliance officer, 
are clearly separate and distinct,” Crist 
says.

At Allstate, Crist reports to the gen-
eral counsel, who has responsibility for 
legal compliance. “My role is much more 
focused in the sense that is it is specifi-
cally regulatory compliance,” in addition 
to ethics, privacy, and internal investiga-
tions, he says. 

If general counsels today were to as-
sume all of the compliance officers’ ex-
panded roles, that responsibility would 
overwhelm one person, compliance offi-
cers say.  “At a minimum, it may detract 
from the GC’s primary responsibilities of 
managing and counseling the company on 
legal risks,” Tanzer says.

Concerns about attorney-client privi-
lege are another reason why the govern-
ment believes the roles should be split, 
Buchman says. If the compliance officer 
is also the general counsel or some other 
company lawyer, “all the compliance-re-
lated activity is going to be presumptively 
cloaked in the attorney-client privilege, so 
the government can’t thoroughly investi-
gate the issue,” he says.

But the idea that attorney-client privi-
lege does not extend to a separate com-
pliance officer isn’t quite true. Buchman 
says a compliance officer can indeed have 
privileged conversations with the general 
counsel (or even outside counsel) when 
the roles are split. “As a matter of fact, I 
think that’s a good idea, because those le-
gal considerations are an important part 
of a compliance officer’s job, knowing 
what is and isn’t legal and what does and 

The chart below from the Society of Corporate Compliance & Ethics shows the results of a recent poll 
in which respondents were asked if compliance was part of the general counsel office.

Just because the compliance function was located in the GC’s office did not necessarily mean the 
[Chief Ethics & Compliance Officer] was also the GC. Only about one quarter of those who reported 
that compliance was located in the GC’s office also reported that the CECO was the GC (26 percent) 
as well.

Source: SCCE Survey: The Evolving Role of the Chief Compliance and Ethics Officer (2010).
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the importance of Splitting legal and Compliance
doesn’t pose compliance risks,” Buchman 
says. “But I don’t think it’s necessary for 
them to be the same person for the com-
pliance officer to get adequate legal guid-
ance in doing his job.”

What’s important is that the two 
roles learn how to work effectively with 
one another. “From our perspective, the 
roles are completely unique and would 
require two different people to occupy 
the roles,” Crist says. “Yet, it’s really 
important that they integrate very ef-
fectively.” Most companies, even if 
the roles are separate, still ensure that 
compliance and legal work closely to-
gether. Just 5 percent of respondents to 

the Compliance Week-PwC survey said 
that the chief compliance officer doesn’t 
report to or coordinate with the legal 
department.

At Allstate, for example, in the rare 
circumstance that the general counsel and 
chief compliance officer have opposing 
views on an issue, the company has devel-
oped a charter for the compliance func-
tion that gives Crist direct access to the 
CEO and audit committee.

In such situations, Crist says to make 
sure the company’s structures and pro-
cesses allow the organization to have the 
benefit of both points of view. “You have 
to make sure that the compliance officer 
has that access not only to his or her im-

mediate manager but to the board and the 
highest levels of management within the 
organization,” he says.

“The most important factor, putting 
aside the reporting lines, is that the ef-
fectiveness and the success of the CCO is 
going to be directly linked to the senior-
ity of the individual, their influence, their 
visibility, their stature in the organiza-
tion, and their independence—both in ap-
pearance and in fact,” says Biskup.

Furthermore, each individual role—
legal and compliance—“has to respect 
the responsibilities and priorities of the 
other,” Buchman says. “If that isn’t there, 
your chances of some sort of corporate 
dysfunction go way up.” ■

Continued from Page 27

example; enterprise versions of Drop-
box and SugarSync—with data encryp-
tion and secure check-in and check-out 
of files—is another. Cisco AnyConnect 
is among several VPN client apps for 
iPhone, Android, and Blackberry, which 
provides for encrypted corporate access 
on the go. Citrix Receiver, also available 
on many devices, provides Citrix cus-
tomers a way to access files on home or 
cloud servers.

But the biggest change, Bell says, must 
happen between employees’ ears. Every 
member of the team must consider the 
security and compliance implications of 
their mobile-computing habits.

“It’s really more of a cultural challenge 
rather than a technical challenge,” Bell says.

Data Security

The third type of risk, data security, 
is the thorniest of smartphone-com-

puting problems. Data may be safe in the 
cloud itself, but the mobile apps that feed 
off the cloud represent vulnerable end-
points. Your third-quarter sales spread-
sheet may be locked down with 256-bit 
SSL encryption on Box.net. It may be 
password-protected on Box’s mobile app, 
too. But if you forget to close the app and 
leave your phone on the counter at Star-
bucks, well, so much for compliance.

The handy form factor is both a blessing 

and a curse, says Kevin Johnson, a security 
consultant with Secure Ideas. The problem 
is, he says, is “convenience and access, but in 
a form factor that is trivial to lose,” he says.

“How many phones have you lost in 
your life?” he asks.

A recent survey by IT security firm 
Sophos found that 22 percent of mobile 
phone owners had lost a device at some 
point, and that 70 percent of users failed 
to password-protect their phones. Gart-
ner expects 95 million smartphones to 
sell in the United States in 2011 alone. 
More than a few will contain Evernote 
business ideas or even “photos of white-
boards,” as the Evernote App Store de-
scription puts it; or Sales Tracker, whose 
Android Market entry describes as able 
to “export/send report[s] in CSV format”; 
or SuiteDroid, on which you can “cre-
ate, edit, search, and view sales orders, 
quotes, opportunities, purchase orders,” 
among other things.

With apps, smartphones have become 
tiny laptops. But a laptop is less likely to 
slip out of your pocket at the bar or in 
the back of a taxi. Also, companies have 
years of experience with laptops, and ven-
dors have produced sophisticated tools to 
lessen the compliance and business risks 
of remote computing.

“With laptops, people are comfortable 
with the security risks,” Johnson says. 
“But the phones aren’t there yet. It’s com-

ing, but right now it’s ‘put a policy in place 
and hope.’”

Johnson has his own policy. His day 
job involves white-hat hacking. He uses 
Evernote on his iPad, he says. But not for 
everything. He knows his data is “on a 
third-party server, with no guarantee of 
privacy,” as he put it.

“I’d never use it for data involved in 
my penetration tests,” he says. The same 
goes for Dropbox, he says. He suggests 
policies that take into account a user’s 
need. Salespeople thrive with mobile apps, 
doing demos on iPads and the like. But no 
one in HR should have personnel data on 
their phone, he adds.

McCreary takes a harder line. He sug-
gests that his clients ban “any online ser-
vice that allows you to drop a file.”

“It’s the whole cloud issue,” he says. 
“Where does this stuff sit? Who has ac-
cess? What if they get hacked? We made a 
decision:  you can’t do that.”

KPMG’s Bell prefers adaptation to 
prohibition. Banning rarely works, after 
all, he says—offices blocking Facebook on 
work computers found their employees 
updating away their days via their smart-
phones. The answer must emerge from 
understanding business processes and 
user needs, applying technology where 
necessary, and educating employees.

“It’s about trying to architect the right 
solution,” he says. ■

Mobile apps: a Godsend or Compliance Headache?
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